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Phu luc A (Quy dinh): Yéu cdu co ban vé an toan vat ly cho hé théng théng tin theo cap



L&i néi dau

TCVN 11930:2017 dwoc xay dwng trén co s& tham khdo Tiéu chuan qubc té
ISO/IEC 27001:2013 va Tiéu chudn SP 800-53 phién ban 4.0 cta Vién Tiéu
chuén va Coéng nghé Quéc gia (NIST) My, cé diéu chinh, stra dbi, b sung
dé phu hop v&i diéu kién cta Viét Nam.

TCVN 11930:2017 do Cuc An toan théng tin bién soan, B6 Théng tin va
Truyén théng dé nghi, Tdng cuc Tiéu chuan Do lwéng Chét lwgng tham dinh,

Bo Khoa hoc va Céng nghé cong bb.



Loi giéi thiéu

Tiéu chuan nay quy dinh cac yéu cau co ban vé an toan hé théng théng tin theo cap dd, bao gébm hai
nhom: yéu cau quan ly va yéu cau ky thuat. Nhém cac yéu cau quan ly 1a co s& dé co quan, té chirc
xay dwng chinh sach, quy trinh quén ly an toan théng tin cho hé thdng ctia minh trong qua trinh thiét ké,
xay dwng, van hanh, khai thac, st dung. Nhédm yé&u cau ky thuat 1a co s& dé co quan, td chirc thiét ké,

thiét 1ap cAu hinh hé théng trong qué trinh xay dwng hé théng théng tin.

Co quan, td chirc sau khi xac dinh cp dd an toan hé théng théng tin va phwong an bdo dam an toan
hé théng thong tin, co thé trién khai cac bién phap bdo dam an toan théng tin, dap (rng cac yéu cau co
ban néu tai Tiéu chuan nay, nhdm bao ddm an toan hé thdng théng tin & mirc d6 co ban theo cap do

twong ng.

DPé bdo dam an toan hé théng thong tin @ mrc dd cao hon, phi hop véi yéu ciu thuc té va dac thu cla
hé théng théng tin clia co' quan, t6 chirc can tién hanh danh gia rdi ro an toan hé théng théng tin dé xac

dinh va trién khai cac bién phap bdo ddm an toan théng tin bd sung.

Khuyén khich co quan, t& chirc trién khai cac bién phap bdo ddm an toan théng tin dap (rng toan bd
cac yéu cau an toan co ban cho cip do da xac dinh va bd sung thém cac yéu cau an toan & cap dd cao
hon nhdm tdng cwéng bao ddm an toan théng tin cho hé théng théng tin ctia minh.

DPé hwdéng dan co quan, té chirc xac dinh cac yéu ciu co ban vé an toan vat ly, Phu luc A, tiéu chuén

nay dwa ra cac yéu ciu co ban vé an toan vat ly cho hé théng théng tin theo tirng cip d6. Co quan, td

chtrc 6 thé ap dung dé c6 phuong an bao dam an toan vat ly co ban cho hé thdng théng tin ctia minh.
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Céng nghé théng tin — Cac ky thuat an toan — Yéu cau co ban vé
an toan hé théng thong tin theo cap do

Information technology — Security techniques - Basic requirements for securing Information
system according to security levels

1 Pham vi ap dung

Tiéu chuan nay quy dinh cac yéu cau co ban vé an toan hé théng thong tin theo cp do.

Yéu cau an toan co ban quy dinh trong tiéu chuén nay tap trung vao cac yéu cau bdo dam an toan hé
thdng thong tin. Cac yéu ciu khac vé an toan théng tin, khéng lién quan truc tiép dén bédo dam an toan
hé théng théng tin (vi du: bdo vé théng tin ca nhan, bao vé tré em trén mang...) khéng thudc pham vi
cta Tiéu chuan nay.

2 Tailiéu vién din

Cac tai liéu vién dan sau la can thiét cho viéc ap dung tiéu chuan nay. Dbi véi cac tai liéu vién dan ghi
nam cong bd thi ap dung ban dwoc néu. Péi véi cac tai liéu vien dan khéng ghi ndm cong bb thi ap

dung phién ban mé&i nhat, bao gdm ca cac stra ddi (néu co).

ISO/IEC 27001:2013 Information Technology — Security techniques — Information security management
system — Requirements (Céng nghé théng tin — Céc ky thuét an toan — Hé théng quan ly an toan théng

tin — Céc yéu céu)

SP 800-53 R4, Security and Privacy Controls for Federal Information Systems and Organizations (Bién

phép kiém soat bdo mét va riéng tw cho cac Hé théng théng tin lién bang va Té chirc).
3 Thuat ngir va dinh nghia

Tiéu chuén nay s dung cac thuat ngi¥ va dinh nghia trong cac tiéu chuan ISO/IEC 27001:2013, SP
800-53 R4 va cac thuat nglr, dinh nghia sau:

3.1
An toan dir liéu (data security)

Tap hop cac bién phap quan ly va ky thuat nham bao dam tinh bi mat, tinh nguyén ven va kha dung

cta théng tin, di liéu khi lwu tri, xt ly, truy cap va trao dbi di¥ liéu qua méi truéng mang.
3.2

An toan mang (network security)
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Tap hop cac bién phap quan ly va ky thuat nham bdo dadm viéc thiét lap, quan ly, van hanh ha tang
mang (bao gébm kénh két néi, thiét bi mang, thiét bi bdo mat, thiét bi phu tro va cac thanh phan khac

néu cd) bdo dam an toan.
3.3
An toan mang khong day (wireless network security)

Tap hop cac bién phap quan Iy va ky thuat nham bao dam viéc két néi, truy cap va trao dbi thong tin st

dung mang khéng day bao dam an toan.
3.4
An toan may chu (server security)

Tap hop cac bién phap quan ly va ky thuat nhdm bao ddm an toan cho may chi trong qua trinh thiét

lap, quan ly, van hanh va g& bé.
3.5
An toan théng tin/An toan théng tin mang (information security)

Sw bao vé thong tin, hé thdng thdng tin trén mang tranh bj truy cap, st dung, tiét 16, gian doan, sira doi

ho&c pha hoai trai phép nhdm bao dadm tinh nguyén ven, tinh bi mat va tinh kha dung cta théng tin.
3.6
An toan (rng dung (application security)

Tap hop cac bién phap quan ly va kj thuat nhdm bao ddm cac &ng dung, dich vu cung cap bdi hé

thdng bdo dam an toan trong qua trinh thiét 1ap, quan ly, van hanh.
3.7
Chinh sach an toan thdng tin (information security policy)

Tap cac quy dinh, quy tac, quy trinh quan ly, khai thac, van hanh va s dung hé théng théng tin bao

dam an toan thong tin.
3.8
Chéng thét thoat dir liéu (data leak prevention)

Giai phap gitp co quan, tb chirc bao vé di¥ liéu quan trong ctia minh tranh viéc bi danh cap, ro ri hoac

khi di¥ liéu bi vé y mat mat, that lac thi bén thir ba khéng thé khai thac div liéu d6 trai phép.

3.9

Diém yéu an toan thong tin (information security vulnerability)

L&i ton tai trén sa&n pham phan cirng, phan mém, dich vu hodc hé thdng trong qua trinh phat trién, cai

dat va thiét 1ap, c6 thé gay ra nguy co mét an toan cho hé théng thdng tin khi bi tin tac khai thac.

10
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3.10
Dir liéu quan trong (important data)

Dir liéu trong hé théng, dwoc co quan, td chirc xac dinh 1a quan trong, can dwoc wu tién bdo vé. D
liéu quan trong bao gébm, nhwng khéng gi¢i han cac loai di¥ liéu chira cac théng tin sau: théng tin

nghiép vu, théng tin bi mat nha nwéc, théng tin riéng va cac loai théng tin quan trong khac (néu cd).
3.11
Dw phong néng (hot standby)

Kha nang thay thé chirc nang cua thiét bj khi xay ra sw c6 ma khéng lam gian doan hoat déng ctia hé

théng.
3.12
Giam sat an toan hé théng théng tin (information system security monitoring)

Hoat déng lwa chon dbi twong, cong cu giam sat, thu thap, phan tich théng tin trang thai ctia dbi twong
giam sat, bdo cdo, canh bao hanh vi xam pham an toan théng tin hodc cé kha nang gay ra sw ¢ an

toan théng tin déi véi hé théng théng tin.
3.13
Giam sat hé théng théng tin (information system monitoring)

Bién phap giam sat, theo ddi trang thai hoat dong cltia hé théng dé phat hién, canh bao sém cac sw ¢

c6 thé gay gian doan hoat ddng ctia hé théng va lam méat tinh kha dung ctia hé théng théng tin.
3.14
Hé théng loc phan mém déc hai (malware filter system)

Tap hop phan ctrng, phan mém dwoc két ndi vao mang dé phat hién, ngan chan, loc va théng ké phan

mém doc hai
3.15
Hé théng théng tin (information system)

Tap hop phan cirng, phan mém va co s& di liéu duoc thiét 1ap phuc vu muc dich tao 1ap, cung cap,

truyén dwa, thu thap, x ly, lwu trir va trao dbi théng tin trén mang.
3.16
Hé théng théng tin cp dd 1 (information system level 1)

Hé théng théng tin ma khi bi pha hoai sé& lam tdn hai t&i quyén va lgi ich hop phap cta t6 chirc, ca
nhan nhung khéng lam tén hai téi loi ich cdng cdng, trat tw, an toan xa hdi, quéc phong, an ninh quéc

gia.

11
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3.17
Hé théng théng tin cap do 2 (information system level 2)

Hé thdng thdng tin ma khi bi pha hoai sé lam tdn hai nghiém trong t&i quyén va loi ich hop phap cia té
chirc, ca nhan hoac lam tén hai téi loi ich cbng céng nhwng khéng lam tdn hai todi trat tw, an toan xa

hdi, qudc phong, an ninh quéc gia.
3.18
Hé thong théng tin cap dé 3 (information system level 3)

Hé thdng théng tin ma khi bi pha hoai s& l1am tén hai nghiém trong t&i san xuét, loi ich céng cong va

trat tw, an toan xa hoi hoac lam ton hai téi qudc phong, an ninh quéc gia.
3.19
Hé théng théng tin cap do 4 (information system level 4)

Hé théng théng tin ma khi bi pha hoai sé lam tdn hai dac biét nghiém trong t&i lgi ich cdng cbng va trat

tw, an toan xa hoi hodc lam toén hai nghiém trong t&i quéc phong, an ninh quéc gia.
3.20
Hé thong théng tin cap dé 5 (information system level 5)

Hé théng théng tin ma khi bj pha hoai s& lam tén hai dac biét nghiém trong t&i qudc phong, an ninh

quéc gia.
3.21
Két n6i mang an toan (secure network connection)

Viéc thiét 1ap, st dung cac giao thirc mang cé hd tro cac tinh ndng bado mat (ma héa, xac thwc) nham
bdo dam viéc trao ddi thong tin qua méi trwdng mang an toan. Vi du mét sb giao thirc: SSH, SSL/TLS,

VPN hoac cac giao thirc twong dwong khac.
3.22
Nhat ky hé théng (system log)

Nhirng sw kién dwoc hé thdng ghi lai lién quan dén trang thai hoat déng, sw cb, s kién an toan théng

tin va céac théng tin khac lién quan dén hoat déng ctia hé théng (néu co).
3.23
Phan mém déc hai (malware)

Phan mém c6 khd nang gay ra hoat déng khdng binh thwdng cho mét phan hay toan bd hé thdng

théng tin hodc thuc hién sao chép, stra dbi, x6a bé trai phép thdng tin lwu tri trong hé thdng théng tin.

3.24

12
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Phan mém phong chéng ma déc (anti-malware software)
Phan mém cé chirc ndng phat hién, canh bao va x& ly phan mém doc hai.
3.25
Phan mém thué khoan (outsource software)

Phan mém dwoc phat trién, nang cép, chinh stra theo cac yéu cau riéng cla td chirc hodc nguoi st

dung nham dap (rng yéu cau d&c thu cla td chirc.
3.26
Phwong tién lwu trir (media storage)

Céc thiét bj, phwong tién dwoc st dung dé lwu trir, sao chép, trao ddi thong tin gitra cac thiét bi, may

tinh mot cach gian tiép.
3.27
Quan ly tai khoan dic quyén (privileged identity management - PIM)

Bién phap quan ly tap trung cac tai khodn cé quyén quan tri cao nhat (c6 day di cac quyén hé thdng

cung cap) trén hé théng.
3.28
Sw c6 an toan théng tin/Sw ¢6 (information security incident)

Viéc thong tin, hé thdng thdng tin bi gay nguy hai, anh hwéng téi tinh bi mat, tinh nguyén ven hoéc tinh

kha dung.
3.29
Thiét bi mang chinh (core network device)

Thiét bi gay gian doan hoat déng cla toan bd hé thdng khi xay ra sy cb. Vi du: thiét bj chuyén mach
trung tam, thiét bi dinh tuyén bién, twdng Itra trung tdm va cac thiét bj khac cé chirc nang va vj tri

twong duong.

3.30

Tinh bao mat (confidentiality)

Tinh chat bao dam thong tin khong bi tiét 16 va st dung trai phép.

3.31

Tinh kha dung (availability)

Tinh chéat bdo dam tinh s8n sang cla thdng tin khi can truy cap va st dung theo yéu cau.

3.32

13
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Tinh nguyén ven (integrity)

Tinh chat bado d&m théng tin khong bi can thiép, stra dbi trai phép.

3.33

Vung mang bién (outside zone)

Vung mang dwoc thiét 1ap dé cung cap cac két ndi hé théng ra bén ngoai Internet va cac mang khac.
3.34

Vung DMZ (demilitarized zone)

\Vung mang duwoc thiét lap dé d&t cac may chd cong cong, cho phép truy cap truc tiép tr cadc mang bén

ngoai va mang Internet.
3.35
Vung may chu nodi bd (internal server zone)

Vung mang dworc thiét 1ap dé dat cac may chi ndi bd, cung cap cac ng dung, dich vu phuc vu hoat
dong noi bo cla td chirc va cac hoat ddng khac ma khdng cho phép truy cap truc tiép tr cac mang bén
ngoai.

3.36

Vung mang ndi bd (LAN - local area network)

Viing mang nay duoec thiét 1ap dé cung cép két néi mang cho cac may tram va cac thiét bj dau cudi va

cac thiét bj khac clia nguoi stv dung vao hé théng.
3.37
Vung quan tri (management zone)

Viing mang dwoc thiét lap dé dat cac may chd, may quan tri va cac thiét bj chuyén dung khac phuc vu

viéc quan ly, van hanh va giam sat hé théng.
3.38
Vung quan tri thiét bi hé théng (device management zone)

Vung mang riéng cho céc dia chi quan tri clia cac thiét bi hé théng cho phép thiét 1ap chinh sach chung

va quan ly tap trung cac thiét bi hé thdng.
3.39
Vung may chu co s& div liéu (database server zone)

Vung mang duwoc thiét 1ap dé dat cac may chi co s& dir liéu. Cac may chii trong ving nay dwoc trién
khai tach biét véi cac may chi (rng dung nham tang cwdng cac bién kiém soat truy cap gilra cac ving

may chud khac v&i vang may chu nay.

14
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3.40
Xac thwe da nhan té (multi-factor authentication)

Phwong phap xac thuc khéng chi dwa vao mot ma la két hop mét sé yéu té lién quan dén ngwdi dung,
bao gébm: nhirng théng tin ma ngwdi dung biét (mat khdu, ma sb truy cap...), nhirtng théng tin ma nguoi
ding s& hivu (chirng thw sé, thé théng minh...) ho&c nhirng théng tin vé sinh trac hoc clia nguwdi dung

(van tay, mbng mat...).
4 Yéu ciu co’ ban vé an toan hé théng thong tin theo cap do
Cac yéu cau cla tirng cap d6 dwoc chia lam hai nhém: yéu ciu quan ly va yéu cau ky thuat.

Yéu ciu quan ly dwa ra cac yéu cau vé mat quan ly nham quan ly viéc xay dwng, quan Iy van hanh va
g& bd hé théng théng tin bdo dam an toan. Cac yéu cau quan ly dwoc chia thanh cac nhém yéu cau:
thiét 1ap chinh séach an toan théng tin; t& chirc bdo ddm an toan théng tin; bdo dam nguén nhan lwc;

quén ly thiét ké, xay dwng hé théng; quan ly van hanh hé théng.

Yéu cau ky thuat dwa ra cac yéu cau vé mat ky thuat dé bao dam viéc thiét ké, xay dwng va thiét 1ap hé
thdng théng tin bdo ddm an toan. Cac yéu cau kj thuat dwoc chia thanh cac nhém yéu cau: bdo dam
an toan mang; bao dam an toan may chu; bao dam an toan (*ng dung; bao dam an toan dir liéu.

5 Yéu ciu co’ ban cho hé thdng théng tin cap do6 1

5.1 Yéucau quanly

5.1.1 Thiétlap chinh sach an toan théng tin

5.1.1.1 Chinh s&ch an toan théng tin

Xay dwng chinh sach, quy trinh quan ly, van hanh hoat ddng binh thwéng ctia hé théng nham bao dam

tinh s&n sang cta hé thdng trong qua trinh van hanh, khai thac.

5.1.1.2 Xay dwng va céng bé

Chinh sach dworc td chire/bd phan dwoc Gy quyén thong qua trwde khi cong bb ap dung.
5.1.1.3 Ra soét, stra doi

Dinh ky 03 nam hodac khi c6 thay dbi chinh sach an toan théng tin kiém tra lai tinh phu hop va thwc hién

ra soat, cap nhat, bé sung.

5.1.2 Té chirc bao dam an toan théng tin

5.1.2.1 Don vi chuyén trach vé an toan théng tin

C6 can bo c6 trach nhiém bdo dadm an toan théng tin cho hé théng théng tin.
5.1.2.2 Phéi ho'p v&i co’ quan/té chivc c6 tham quyén

a) C6 dau méi lién hé, phdi hop véi cac co quan, t6 chirc co6 thdm quyén quan ly vé an toan théng tin;
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b) C6 dau mbi lién hé, phdi hop véi cac co quan, t6 chirc trong cdng tac hé tro' diéu phdi xt ly sw ¢d an
toan thong tin.

5.1.3 Bao dam nguén nhan luwc
5.1.3.1 Tuyén dung

Can bd dwoc tuyén dung vao vi tri lam vé an toan théng tin c6 trinh dd, chuyén nganh phu hop véi vi tri

tuyén dung.
5.1.3.2 Trong qua trinh lam viéc

a) Co quy dinh vé viéc thwc hién ndi quy, quy ché bao dam an toan théng tin cho ngwdi st dung, can

bd quén ly va van hanh hé théng;
b) C6 hinh thirc phé bién, tuyén truyén nang cao nhan thirc vé an toan thong tin cho ngudi st dung.
5.1.3.3 Cham dirt hodc thay déi cong viéc

Can bd cham dirt hodc thay dbi cong viéc phai thu hdi thé truy cap, théng tin dwoc lwu trén cac phuong
tién lwu trir, cac trang thiét bi may méc, phan cing, phan mém va cac tai sén khac (néu cd) thudc sé

hiru cla té chirc.

5.1.4 Quan ly thiét ké, xay dwng hé théng

5.1.4.1 Thiét ké an toan hé théng théng tin

a) C6 tai liéu mod td quy md, pham vi va déi twong siv dung, khai thac, quan Iy van hanh hé théng théng
tin;

b) C6 tai liéu mo ta thiét ké va cac thanh phan cia hé thdng thong tin.

5.1.4.2 Thir nghiém va nghiém thu hé théng

Thuwe hién kiém ther hé thdng trwdc khi dwa vao van hanh, khai thac st dung.

5.1.5 Quan ly van hanh hé théng

5.1.5.1 Quan ly an toan mang

Xay dung va thye thi chinh sach, quy trinh quan ly van hanh hoat déng binh thuwéng clia ha tAng mang.
5.1.5.2 Quan ly an toan may chu va rng dung

Xay dwng va thye thi chinh sach, quy trinh quan ly, van hanh hoat dong binh thwéng clia hé théng may

cha va dich vu.
5.1.5.3 Quan ly an toan dir liéu

C6 phwong an sao lwu duw phong théng tin, div liéu, cdu hinh hé théng.

16



TCVN 11930:2017
5.2  Yéu cau ky thuat
5.2.1 Bao dam an toan mang
5.2.1.1 Thiét ké hé théng
a) Thiét ké cac ving mang trong hé théng theo chirc ndng, bao gém tbi thiéu cac vung mang:
- Vung mang ndi bd;
- Vung mang bién;
- Vung DMZ.
b) Phwong an thiét ké bdo ddm cac yéu cau sau:
- C6 phwong an quan ly truy cap, quan tri hé théng tir xa an toan;
- C6 phwong an quan ly truy cap gilra cac viing mang va phong chéng xam nhap.
5.2.1.2 Kiém soat truy cap tir bén ngoai mang

a) Thiét 1ap hé théng chi cho phép str dung cac két néi mang an toan khi truy cap théng tin ndi bé hodc

quan tri hé théng tlr cac mang bén ngoai va mang Internet;

b) Kiém soat truy cap tr bén ngoai vao hé thdng theo tirng dich vu, ng dung cu thé; chan tat ca truy
cap téi cac dich vu, ®ng dung ma hé théng khéng cung cép hodc khéng cho phép truy cap tlr bén
ngoai.

5.2.1.3 Nhat ki hé théng

Thiét 1ap chirc néng ghi, lwu trik nhat ky hé théng trén cac thiét bj mang chinh.

5.2.1.4 Phong chéng xam nhap

a) C6 phwong an phong chéng xam nhap dé bao vé viing DMZ;

b) Dinh ky cap nhat co s& di¥ liéu d4u hiéu phat hién tn céng mang (Signatures).

5.2.1.5 Bao vé thiét bj hé théng

a) Cau hinh chirc nang xac thwc trén cac thiét bj hé théng (néu hd tro) dé xac thwe ngwdi dung khi

quan trj thiét bj trwc tiép hodc tir xa;

b) Thiét 1ap cAu hinh chi cho phép sl dung cac két ndi mang an toan (néu hé tro’) khi truy cap, quan tri

thiét bi tir xa.
5.2.2 Bao dam an toan may chu
5.2.2.1 Xac thwc

a) Thiét 1ap chinh sach xac thuwc trén may chi dé xac thue nguoi dung khi truy cap, quan ly va sir dung

may chu;

17



TCVN 11930:2017

b) Thay dbi cac tai khoan mac dinh trén hé théng hoac vé hiéu héa (néu khéng stiv dung);

c) Thiét lap cAu hinh may chi d& ddm bao an toan mat khdu ngwdi st dung, bao gdm cac yéu cau sau:
- Yéu cau thay dbi mat khau mac dinh;

- Thiét 1ap quy tic dat mat khau vé sb ky tw, loai ky tw.

5.2.2.2 Kiém soat truy cap

Thiét 1ap hé théng chi cho phép sir dung cac két ndi mang an toan khi truy cap, quan tri may cha tir xa.
5.2.2.3 Nhat ky hé théng

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co’ ban sau:

- Thong tin két néi mang t&i may cha (Firewall log);

- Théng tin dang nhap vao may chu;

b) Bbng bd thdi gian gitka may chi véi may chi thdi gian.

5.2.2.4 Phong chéng xam nhap

a) Loai bé cac tai khoan khoéng str dung, cac tai khoan khéng con hop 1€ trén may chu;

b) St dung twdng Itra ctia hé diéu hanh va hé théng dé cdm cac truy cap trai phép téi may ch.
5.2.2.5 Phong chéng phan mém doc hai

Cai dat phan mém phong chéng ma doc (hodc cé phwong an khac twong dwong) va thiét 1ap ché do tw

dong cap nhat co sé& div liéu cho phdn mém.

5.2.3 Bao dam an toan trng dung

5.2.3.1 Xac thwc

a) Thiét 1ap cau hinh trng dung dé xac thwe ngwdi st dung khi truy cap, quan tri, cAu hinh (rng dung;
b) Lwu trir c6 ma hoa théng tin xac thwe hé théng;

c) Thiét 1ap cAu hinh ng dung d& dadm bao an toan mat khdu ngwdi st dung, bao gdm cac yéu cau

sau:

- Yéu cau thay di mat khau mac dinh;

- Thiét 1ap quy tc dat mat khiu vé sb ky tw, loai ky tw.
5.2.3.2 Kiém soat truy cap

a) Thiét Iap hé thdng chi cho phép sir dung cac két ndi mang an toan khi truy cap, quan tri ’ng dung tir
xa;
b) Thiét 1ap gi&i han thei gian cho (timeout) dé dong phién két ndi khi 'ng dung khéng nhan dwoc yéu

cau tir ngwoi dung.
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5.2.3.3 Nhat ki hé théng
Ghi nhat ky hé théng bao gdm nhirng théng tin co ban sau:
- Théng tin truy cap &ng dung;
- Thong tin dang nhap khi quan tri t’ng dung.
5.2.4 Bao dam an toan dir liéu
5.2.4.1 Sao lwu dw phong
Thuc hién sao lvu dy phong cac thong tin, dir liéu quan trong trén hé théng.
6 Yéu ciu co’ ban cho hé thdng thdng tin cap do6 2
6.1 Yéucauquanly
6.1.1 Thiét lap chinh sach an toan théng tin
6.1.1.1 Chinh s&ch an toan théng tin
Xay dwng chinh séch an toan théng tin, bao gém:
- Quan ly an toan mang;
- Quan ly an toan may cha va &ng dung;
- Quan ly an toan di liéu;
- Quan ly an toan ngudi st dung dau cubi.
6.1.1.2 Xay dwng va cong bé
Chinh sach dworc td chirc/bd phan dwoc Gy quyén thdng qua trwéc khi cong bd ap dung;
6.1.1.3 Ra soat, stra doi

Dinh ky 03 nam hodac khi c6 thay dbi chinh sach an toan théng tin kiém tra lai tinh pht hop va thwe hién

ra soat, cap nhat, bé sung.

6.1.2 T6 chirc bao dam an toan théng tin

6.1.2.1 Don vi chuyén trach vé an toan théng tin

C6 bd phan c6 trach nhiém bao dam an toan théng tin cho tb chirc.

6.1.2.2 Phéi hop v&i co quan/té chire cé tham quyén

a) C6 dau méi lién hé, phdi hop véi cac co quan, t6 chirc co6 thdm quyén quan ly vé an toan théng tin;

b) C6 dau méi lién hé, phdi hop véi cac co quan, td chirc trong cong tac hd tro diéu phdi xi ly sw cb an
toan théng tin;

c) Tham gia cac hoat dong, céng tac bao dam an toan thdng tin khi c6 yéu cau cla t6 chirc c6 thdm
quyén.
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6.1.3 Bao dam nguén nhan luwc
6.1.3.1 Tuyén dung

Can bo dwoc tuyén dung vao vi tri lam vé an toan thong tin cé trinh d6, chuyén nganh phu hgp véi vi tri

tuyén dung.
6.1.3.2 Trong qua trinh lam viéc

a) Co quy dinh vé viéc thwc hién ndi quy, quy ché bao dam an toan théng tin cho ngwdi st dung, can

bd quén ly va van hanh hé théng;

b) C6 ké hoach va dinh ky hang ndm t6 chirc phd bién, tuyén truyén nang cao nhan thic vé an toan

thdng tin cho ngwoi str dung.
6.1.3.3 Cham durt hodc thay déi cong viéc

a) Can bd chdm dut hodc thay ddi cong viéc phai thu hoi thé truy cap, théng tin dwoc lwu trén cac
phuwong tién lwu trik, cac trang thiét bi may méc, phan cirng, phdn mém va cac tai san khac (néu co)

thudc sé hiru cla to chirc;

b) C6 quy trinh va thwe hién vo hiéu hoa tat cd cac quyén ra, vao, truy cap tai nguyén, quan tri hé théng

sau khi can b6 thai viéc.

6.1.4 Quan ly thiét ké, xay dwng hé théng

6.1.4.1 Thiét ké an toan hé thong théng tin

a) C6 tai liéu mod td quy md, pham vi va déi twong st dung, khai thac, quan ly van hanh hé thdng théng
tin;

b) C6 tai liéu mo ta thiét ké va cac thanh phan clia hé thdng thong tin;

c) C6 tai liéu md ta phwong an bao dadm an toan théng tin theo cap do;

d) C¢ tai liéu mo ta phwong an Iwa chon giai phap cong nghé bao dam an toan thong tin;

d) Khi co thay dbi thiét ké, danh gia lai tinh phu hop clia phwong an thiét k& déi véi cac yéu cau an

toan dat ra déi voi hé thdng.
6.1.4.2 Phat trién phan mém thué khoan

a) C6 bién ban, hop déng va cac cam két dbi véi bén thué khoan cac ndi dung lién quan dén viéc phat

trién phan mém thué khoan;

b) Yéu cau cac nha phat trién cung cdp ma ngudn phan mém.

6.1.4.3 Thir nghiém va nghiém thu hé théng

a) Thyc hién kiém thtr hé théng trwwdc khi dwa vao van hanh, khai thac str dung;

b) C6 ndi dung, ké hoach, quy trinh thir nghiém va nghiém thu hé théng;
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c) C6 bd phan cé trach nhiém thwc hién thir nghiém va nghiém thu hé théng.
6.1.5 Quan ly van hanh hé théng
6.1.5.1 Quan ly an toan mang
Chinh sach, quy trinh quan ly an toan mang bao gém:
a) Quan ly, van hanh hoat ddng binh thwéng ctia hé thdng;
b) Cap nhat; sao lwvu dy phong cac tap tin cAu hinh hé thdng va khéi phuc hé thdng sau khi xay ra sy
cb;
c) Truy cap va quan ly cdu hinh hé thdng.
6.1.5.2 Quan ly an toan may chu va rng dung
Chinh sach, quy trinh quan ly an toan may cht va ¢ng dung bao gém:
a) Quan ly, van hanh hoat ddng binh thwéng ctia hé théng may cha va dich vu;
b) Truy cap mang ciia may chu;
c¢) Truy cap va quan tri may chu va trng dung;
d) Cap nhat; sao Ilu dw phong va khéi phuc sau khi xay ra sy cé.
6.1.5.3 Quan ly an toan dir liéu
Chinh sach, quy trinh quan ly an toan di liéu bao gém:
a) Chinh sach, quy trinh dw phong va khdi phuc di liéu;

b) Binh ky hodc khi c6 thay déi cAu hinh trén hé thdng thwc hién quy trinh sao lwu dw phong: tap tin ciu

hinh hé thdng, ban dw phong hé diéu hanh may cha, co s& di¥ liéu; di¥ liéu, théng tin nghiép vu.
6.1.5.4 Quan ly sw cb an toan théng tin

Chinh sach, quy trinh quan ly sw cb an toan théng tin bao gém:

a) Phan nhém sy cb an toan théng tin mang;

b) Phwong an tiép nhan, phat hién, phan loai va x ly ban dau sw ¢ an toan théng tin mang;

c) K& hoach (rng phé sw cb an toan théng tin mang;

d) Giam sat, phat hién va canh bao s cd an toan théng tin;

d) Quy trinh ng ctru sy cb an toan théng tin mang théng thuong;

e) Quy trinh ng clru sy cb an toan théng tin mang nghiém trong;

g) Co ché phdi hop véi co quan chirc nang, cac nhom chuyén gia, bén cung cép dich vu hé tro trong

viéc xt ly, khac phuc sy cb an toan thang tin.
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6.1.5.5 Quan ly an toan ngwei str dung dau cubi

Chinh sach, quy trinh quan ly an toan ngwdi stv dung dau cubi bao gébm:

a) Quan ly truy cap, str dung tai nguyén ndi bo;

b) Quan ly truy cap mang va tai nguyén trén Internet.

6.2  Yéu cau ky thuat

6.2.1 Bao dam an toan mang

6.2.1.1 Thiét ké hé théng

a) Thiét ké cac ving mang trong hé théng theo chirc ndng, bao gém tbi thiéu cac ving mang:
- Vung mang ndi bd;

- Vung mang bién;

- Vung DMZ;

- Vung may chu ndi bo;

- Vung mang khéng day (néu co) tach riéng, doc 1ap véi cac viing mang khac.

b) Phwong an thiét k& bdo dam cac yéu cu sau:

- C6 phwong an quan ly truy cap, quan tri hé théng tlr xa an toan;

- C6 phwong an quan ly truy cap gilra cac viing mang va phong chéng xam nhap;
- C6 phwong an du phong cho cac thiét bi mang chinh.

6.2.1.2 Kiém soat truy cap tir bén ngoai mang

a) Thiét 1ap hé théng chi cho phép str dung cac két ndéi mang an toan khi truy cap thong tin ndi bo hoac

quan tri hé théng tlr cac mang bén ngoai va mang Internet;

b) Kiém soat truy cap tr bén ngoai vao hé théng theo tirng dich vu, ng dung cu thé; chan tat ca truy

cap toi cac dich vy, trng dung ma hé théng khéng cung cip hodc khéng cho phép truy cap tir bén

ngoai;

c) Thiét lap gi&i han thoi gian cho (timeout) dé dong phién két ndi khi hé théng khdng nhan dwoc yéu

cau tlr nguoi dung.

6.2.1.3 Kiém soat truy cap tir bén trong mang

Chi cho phép truy cap cac rng dung, dich vu bén ngoai theo yéu cau nghiép vu, chan cac dich vu khac

khéng phuc vu hoat dong nghiép vu theo chinh sach cua td churc.
6.2.1.4 Nhat ky hé théng

a) Thiét 1ap chlrc nang ghi, lwu trir nhat ky hé théng trén cac thiét bi hé thdng (néu co);
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b) S&r dung may chu thoi gian d& déng bd thoi gian gitra cac thiét bj mang, thiét bi dau cudi va cac

thanh phan khac trong hé théng tham gia hoat dong giam sat.

6.2.1.5 Phong chéng xam nhap

a) C6 phwong an phong chéng xam nhap dé bao vé viing DMZ va ving may chdi ndi bo;
b) Binh ky cap nhat co s& di¥ liéu dau hiéu phat hién tAn cong mang (Signatures).
6.2.1.6 Bao vé thiét bj hé théng

a) Cau hinh chirc nang xac thuc trén cac thiét bi hé théng (néu hé trg) dé xac thwc ngwdi dung khi

quan tri thiét bj trwc tiép hodc tir xa;

b) Thiét 1ap cAu hinh chi cho phép s dung cac két néi mang an toan (néu hd tro) khi truy cap, quan tri

thiét bj twr xa;

c) C4u hinh thiét bi (néu hé trg’) chi cho phép han ché cac dia chi mang c6 thé két ndi, quan tri thiét bi

tr xa.

6.2.2 Bao dam an toan may chu

6.2.2.1 Xac thwc

a) Thiét 1ap chinh sach xac thwc trén may chi dé xac thuc nguoi dung khi truy cap, quan ly va st dung
may chda;

b) Thay dbi cac tai khodn méc dinh trén hé thong hodc v hiéu hoa (néu khong st dung);

c) Thiét lap cAu hinh may chi d& ddm bao an toan mat khdu nguwdi st dung, bao gdm cac yéu cau sau:
- Yéu cu thay dbi mat khau méc dinh;

- Thiét 1ap quy tic dat mat khiu vé sb ky tw, loai ky tu;

- Thiét 1ap thoi gian yéu ciu thay dbi mat khau:;

- Thiét lap thdi gian mat khau hop |é.

6.2.2.2 Kiém soat truy cap

a) Thiét lap hé thdng chi cho phép str dung cac két ndi mang an toan khi truy cap, quan tri may cha tir

xa;
b) Thiét Iap gi¢i han thoi gian che (timeout) dé déng phién két ndi khi may chi khéng nhan duoc yéu
cau tlr nguoi dung.

6.2.2.3 Nhat ky hé théng

a) Ghi nhat ky hé théng bao gbm nhiing thdng tin co' ban sau:

- Théng tin két néi mang t&i may cha (Firewall log);

- Théng tin dang nhap vao may chu;
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- L6i phat sinh trong qua trinh hoat déng;

- Théng tin thay déi cAu hinh may cha;

- Théng tin truy cap dir liéu va dich vu quan trong trén may chi (néu co).

b) Bbng b thdi gian gitra may chi véi may cha thei gian;

c) Lwu nhat ky hé thdng trong khodng thoi gian téi thiéu & 01 thang.

6.2.2.4 Phong chéng xam nhap

a) Loai bé cac tai khoan khéng st dung, cac tai khoan khéng con hop 1€ trén may cha;

b) St dung twdng Itra ctia hé diéu hanh va hé thdng dé cdm cac truy cap trai phép téi may chi;
c) V6 hiéu héa cac giao thirc mang khéng an toan, cac dich vu hé théng khéng st dung;

d) C6 phwong &n cap nhat ban va, xr ly diém yéu an toan théng tin cho hé diéu hanh va cac dich vu hé

thdng trén may cha.
6.2.2.5 Phong chéng phan mém doc hai

a) Cai dat phan mém phong chéng ma doc (hodc cé phwong an khac twong dwong) va thiét 1ap ché do

tw dong cap nhat co s& di liéu cho phan mém;
b) C6 phwong an kiém tra, do quét, x& ly phan mém ddc hai cho cac phan mém trwdc khi cai dat.
6.2.2.6 Xtr ly may chu khi chuyén giao

C6 phwong an x6a sach théng tin, di liéu trén may cha khi chuyén giao hodc thay déi muc dich st

dung.

6.2.3 Bao dam an toan trng dung

6.2.3.1 Xac thwc

a) Thiét 1ap cau hinh trng dung dé xac thwc ngwdi st dung khi truy cap, quan tri, cAu hinh (rng dung;
b) Lwu trir c6 ma hoa théng tin xac thuc hé théng;

c) Thiét 1ap cAu hinh ng dung d& dam bao an toan mat khdu ngwdi st dung, bao gém cac yéu cau

sau:
- Yéu cau thay dbi mat khau méac dinh;

- Thiét 1ap quy tc dat mat khau vé sb ky tw, loai ky tu;
- Thiét lap thoi gian yéu ciu thay dbi mat khau;

- Thiét 1ap thdi gian mat khau hop 18.

d) Han ché sb lan dang nhap sai trong khoang th&i gian nhét dinh véi tai khoan nhét dinh.
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6.2.3.2 Kiém soat truy cap

a) Thiét 1ap hé théng chi cho phép st dung cac két ndi mang an toan khi truy cap, quan tri 'ng dung tir

Xa;

b) Thiét 1ap gi&i han thoi gian chd (timeout) dé déng phién két ndi khi 'ng dung khéng nhan dwoc yéu
cau tlr nguoi dung;

c¢) Gi¢i han dia chi mang quan tri dwoc phép truy cap, quan tri ’ng dung ttr xa.
6.2.3.3 Nhat ky hé théng

a) Ghi nhat ky hé théng bao gdm nhirng théng tin co ban sau:

- Théng tin truy cap rng dung;

- Thong tin dang nhap khi quan tri (’ng dung;

- Théng tin cac 16i phat sinh trong qua trinh hoat déng;

- Théng tin thay d6i cAu hinh &ng dung:

b) Lwu nhat ky hé théng trong khodng thdi gian t6i thiéu la 01 thang.

6.2.3.4 An toan trng dung va ma nguodn

C6 chirc nang kiém tra tinh hop I& cha thong tin, dir liéu diu vao trwdc khi x ly.
6.2.4 Bao dam an toan dir liéu

6.2.4.1 Bao mat dir liéu

Lwu trlr c6 ma hoa cac thong tin, di¥ liéu (khéng phai 1a thong tin, dir liéu cong khai) trén hé théng Iwu

trlv/phwong tién lwu triv.

6.2.4.2 Sao lwu dw phong

Thuwe hién sao lvu dw phong cac théng tin, div liéu co ban sau: tap tin cdu hinh hé thdng, ban dw phong
hé diéu hanh may chd, co s& di liéu; di¥ liéu, thong tin nghiép vu.

7 Yéu cau co ban cho hé théng théng tin cap dé 3

7.1  Yéucau quanly

7.1.1 Thiét lap chinh sach an toan théng tin

7.1.1.1 Chinh sach an toan théng tin

Xay dwng chinh sach an toan théng tin, bao gém:

a) Xéac dinh cac muc tiéu, nguyén tac bao dam an toan théng tin;

b) X&c dinh trach nhiém cta don vi chuyén trach vé an toan thdng tin, cac can bd lam vé an toan théng

tin va cac déi twong thudc pham vi diéu chinh cla chinh sach an toan théng tin;
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¢) Xac dinh pham vi chinh sach an toan théng tin bao gf“)m:
- Pham vi quan ly v& vat ly va logic cta té churc;

- Cac ing dung, dich vu hé théng cung cap;

- Ngudn nhan lyc bdo dadm an toan théng tin.

d) Xay dwng chinh sach an toan théng tin bao gom:

- Quan ly an toan mang;

- Quan ly an toan may cha va &ng dung;

- Quan ly an toan dir liéu;

- Quan ly an toan thiét bi dau cubi;

- Quan ly phong chdng phan mém doc hai:

- Quan ly diém yéu an toan thong tin;

- Quan ly gidm sat an toan hé théng théng tin;

- Quan ly an toan ngudi st dung dau cubi.

7.1.1.2 Xay dwng va cong bé

a) Chinh sach dwoc td chirc/bd phan dwoc Gy quyén thdng qua trwée khi cong bd ap dung;
b) Chinh sach dwoc cong bd trwdc khi ap dung.

7.1.1.3 Ra soat, stra doi

Dinh ky 02 nam hodac khi c6 thay dbi chinh sach an toan thong tin kiém tra lai tinh pht hop va thwc hién

ra soat, cap nhat, bé sung.

7.1.2 T6 chirc bao dam an toan théng tin

7.1.2.1 Pon vi chuyén trach vé an toan théng tin

a) Thanh Iap hodc chi dinh don vi/bd phan chuyén trach vé an toan théng tin trong té chirc:

b) Phan dinh vai tro, trach nhiém, co ché phdi hop ctia cac bd phan, can bd trong don vi chuyén trach

vé an toan thong tin.
7.1.2.2 Phéi hop véi nhirng co’ quan/té chirc c6 thAm quyén
a) C6 dau méi lién hé, phdi hop véi cac co quan, t6 chirc co6 thdm quyén quan ly vé an toan théng tin;

b) C6 dau mbi lién hé, phdi hop véi cac co quan, t6 chirc trong cdng tac hd tro' diéu phdi xt ly sy ¢b an

toan théng tin;

c) Tham gia céac hoat dong, céng tac bao ddm an toan théng tin khi cé yéu cau cta té chirc c6 thadm

quyén.
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7.1.3 Bao dam nguén nhan luc
7.1.3.1 Tuyén dung

a) Can bd dwoc tuyén dung vao vij tri lam vé an toan théng tin cé trinh d, chuyén nganh vé linh vuc

céng nghé thong tin, an toan théng tin, pht hop véi vi tri tuyén dung;
b) C6 quy dinh, quy trinh tuyén dung can bd va diéu kién tuyén dung can bo.
7.1.3.2 Trong qua trinh lam viéc

a) Co quy dinh vé viéc thwc hién ndi quy, quy ché bao ddm an toan théng tin cho nguoi st dung, can

bd quén ly va van hanh hé théng;

b) C6 ké hoach va dinh ky hang ndm t6 chirc phd bién, tuyén truyén nang cao nhan thic vé an toan

thdng tin cho ngwoi str dung;
c) Binh ky hang nam, t6 chirc dao tao cac kj ndng co ban vé an toan théng tin cho ngudi st dung.
7.1.3.3 Cham dut hodc thay déi cong viéc

a) Can bd chdm dut hodc thay ddi cong viéc phai thu héi thé truy cap, théng tin dwoc lwu trén cac
phuwong tién lwu trik, cac trang thiét bi may méc, phan cirng, phdn mém va cac tai san khac (néu co)

thudc sé hiru cla to chirc;

b) C6 quy trinh va thwe hién vo hiéu héa tat ca cac quyén ra, vao, truy cap tai nguyén, quan tri hé thdng
sau khi can b6 théi viéc;

c) C6 cam két gitr bi mat théng tin lién quan dén td chire sau khi nghi viéc.

7.1.4 Quan ly thiét ké, xay dwng hé théng

7.1.4.1 Thiét ké an toan hé théng théng tin

a) Co tai liéu md ta quy mé, pham vi va déi twong st dung, khai thac, quan ly van hanh hé théng théng
tin;

b) Cé tai liéu mé ta thiét ké va cac thanh phan cta hé thdng théng tin;

c) C6 tai liéu md ta phwong an bao ddm an toan théng tin theo cap do;

d) Cé tai liéu mod ta phwong an Iya chon giai phap cong nghé bao dam an toan thong tin;

d) Khi co6 thay dbi thiét ké, danh gia lai tinh phu hop clia phwong an thiét ké déi véi cac yéu cau an

toan d&t ra déi vaoi hé théng.
7.1.4.2 Phat trién phan mém thué khoan

a) C6 bién ban, hop ddng va cac cam két dbi véi bén thué khoan cac ndi dung lién quan dén viéc phat

trién phan mém thué khoan;

b) Yéu cau cac nha phat trién cung cap ma ngudn phan mém;
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c) Kiém th&r phdn mém trén méi trweng thir nghiém trwde khi dwa vao sir dung;
d) Kiém tra, danh gia an toan théng tin, trwéc khi dwa vao st dung.

7.1.4.3 Thir nghiém va nghiém thu hé théng

a) Thuc hién kiém thir hé thdng trwéc khi dwa vao van hanh, khai thac st dung;
b) C6 noi dung, ké hoach, quy trinh thir nghiém va nghiém thu hé théng:;

c) C6 bd phan ¢ trach nhiém thwc hién thir nghiém va nghiém thu hé théng;

d) C6 don vi doc lap (bén thir ba) hodc bd phan doc lap thudc don vi thwe hién tw van va giam sat qua

trinh tht nghiém va nghiém thu hé théng;

d) C6 bao cao nghiém thu dwoc xac nhan cla bd phan chuyén trach va phé duyét clia chld quan hé

thdng thong tin trwdc khi dwa vao st dung.

7.1.5 Quan ly van hanh hé théng

7.1.5.1 Quan ly an toan mang

Chinh sach, quy trinh quan ly an toan mang bao gém:

a) Quan ly, van hanh hoat dong binh thwdng ctia hé théng;

b) Cap nhat, sao lvu dy phong va khoi phuc hé théng sau khi xay ra sw cd;
c) Truy cap va quan ly ciu hinh hé thdng:

d) C4u hinh tdi wu, tdng cwdng bao mat cho thiét bi hé théng (clrng héa) trwéc khi dwa vao van hanh,
khai thac.

7.1.5.2 Quan ly an toan may chu va trng dung

Chinh sach, quy trinh quan ly an toan may chd va &ng dung bao gém:

a) Quan ly, van hanh hoat déng binh thwong cltia hé théng may chi va dich vy;

b) Truy cap mang ctia may chu;

c) Truy cap va quan tri may chu va (rng dung;

d) Cap nhat, sao lwu dy phong va khéi phuc sau khi xay ra sw c6;

d) Cai dat, g& bd hé diéu hanh, dich vy, phan mém trén hé théng may chi va &ng dung;
e) Két nbi va g& bd hé théng may chu va dich vu khdi hé théng;

g) Cau hinh téi wu va tang cwdng bao mat (cing héa) cho hé thédng may cha trwéc khi dua vao van
hanh, khai thac.

7.1.5.3 Quan ly an toan dir liéu

Chinh sach, quy trinh quan ly an toan di¥ liéu bao gém:
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a) Xay dwng va thiee thi chinh sach, quy trinh dw phong va khéi phuc dir liéu;

b) Binh ky hoéc khi c6 thay d6i cau hinh trén hé thdng thwc hién quy trinh sao lwu dw phong: tap tin cau

hinh hé thdng, ban dw phong hé diéu hanh may cha, co sé di liéu; dir liéu, théng tin nghiép vu.
7.1.5.4 Quan ly an toan thiét bi dau cudi

Chinh sach, quy trinh quan ly thiét bj dau cudi bao goém:

a) Quan ly, van hanh hoat ddng binh thwdng cho thiét bi dau cuébi;

b) Két néi, truy cap va st dung thiét bi dau cudi tir xa;

c) Cai dat, két ndi va g& bé thiét bi dau cudi trong hé théng.

7.1.5.5 Quan ly phong chéng phan mém déc hai

Chinh s&ch, quy trinh quan ly phan mém doéc hai bao gdm:

a) Cai dat, cap nhat, str dung phan mém phong chéng ma doc; do quét, kiém tra phan mém doc hai

trén may tinh, may cha va thiét bj di dong;

b) Cai dat, sir dung phdn mém trén may tinh, thiét bi di ddng va viéc truy cap céc trang théng tin trén

mang;
¢) G&ri nhan tap tin qua moéi trwdng mang va cac phwong tién Iwu trir di dong;

d) Dinh ky thwc hién kiém tra va do quét phdn mém doc hai trén toan bo hé thdng; Thwe hién kiém tra
va xt ly phan mém ddc hai khi phat hién dau hiéu hodc canh bao vé dau hiéu phan mém ddc hai xuét

hién trén hé théng.

7.1.5.6 Quan ly giam sat an toan hé théng théng tin

Chinh sach, quy trinh quan ly giam sat an toan hé théng théng tin bao gém:
a) Quan ly, van hanh hoat déng binh thwdng ctia hé thdng giam sat;

b) Bbi twong giam sat bao gom: thiét bi hé théng, may chu, ng dung, dich vu va cac thanh phan khac

trong hé théng (néu co);

c) Két nbi va gvi nhat ky hé théng tir déi twong giam sat vé hé thdng giam sat;
d) Truy cap va quan tri hé théng giam sat;

d) Loai théng tin can duoc giam sat;

e) Lwu trir va bdo vé thdng tin giam sat (nhat ky hé théng);

g) Bdng bd thoi gian gitra hé thdng giam sat va thiét bi dwoc giam sat;

h) Theo d&i, giam sat va canh bao sw cb phat hién dwoc trén hé théng théng tin.
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7.1.5.7 Quan ly diém yéu an toan théng tin
Chinh séach, quy trinh quan ly diém yéu an toan théng tin bao gém:

a) Quan ly thdng tin cac thanh phan co trong hé théng c6 kha néng ton tai diém yéu an toan théng tin:

thiét bi hé thdng, hé diéu hanh, may chd, rng dung, dich vu va cac thanh phan khac (néu co);

b) Quan ly, cap nhat ngudn cung cap diém yéu an toan théng tin; phan nhém va mirc dd cta diém yéu

cho céc thanh phan trong hé théng da xac dinh;

c) Co ché phdi hop véi cac nhém chuyén gia, bén cung cép dich vu hd tro trong viéc xt ly, khac phuc

diém yéu an toan théng tin;

d) Kiém tra, danh gia va x& ly diém yéu an toan théng tin cho thiét bi hé théng, may cha, dich vu truwéc

khi dwa vao st dung;

d) Pinh ky kiém tra, danh gia diém yéu an toan théng tin cho toan bo hé thdng thong tin; Thuwc hién quy
trinh kiém tra, danh gia, x& ly diém yéu an toan théng tin khi cé théng tin hodc nhan dwoc canh bao vé

diém yéu an toan thong tin déi v&i thanh phan cu thé trong hé théng.

7.1.5.8 Quan ly sw ¢é an toan théng tin

Chinh s&ch, quy trinh quan ly sw cb an toan thong tin bao gdm:

a) Phan nhém sw ¢cb an toan théng tin mang;

b) Phwong an tiép nhan, phat hién, phan loai va xt ly ban dau sw ¢ an toan théng tin mang;
c) K& hoach (rng phé sw cb an toan théng tin mang;

d) Giam sat, phat hién va canh bao sw cb an toan théng tin;

d) Quy trinh &ng clru sy ¢cb an toan théng tin mang théng thuong;

e) Quy trinh &ng ctu sw cb an toan théng tin mang nghiém trong;

g) Co ché phéi hop véi co quan chirc nang, cac nhém chuyén gia, bén cung cap dich vu hé tro trong

viéc xtr ly, khac phuc sw cb an toan théng tin;

h) Binh ky t& chirc dién tap phwong an xt ly sw cd an toan théng tin.
7.1.5.9 Quan ly an toan nguwei st dung dau cudi

Chinh sach, quy trinh quan ly an toan ngwdi st dung dau cubi bao gébm:
a) Quan ly truy cap, str dung tai nguyén ndi bo;

b) Quan ly truy cap mang va tai nguyén trén Internet;

c¢) Cai dat va st dung may tinh an toan.
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7.2 Yéu cau ky thuat
7.2.1 Bao dam an toan mang
7.2.1.1 Thiét ké hé théng
a) Thiét ké cac ving mang trong hé thdng theo chirc néng, cac viing mang tdi thiéu bao goém:
- Vung mang ndi bd;
- Vung mang bién;
- Vung DMZ;
- Vung may chad ndi bg;
- Vung mang khéng day (néu co) tach riéng, doc lap véi cac viing mang khac;
- Vung mang may chu co s& dir liéu;
- Vung quan tri;
b) Phwong an thiét k& bdo ddm cac yéu cau sau:
- C6 phwong an quan ly truy cap, quan tri hé théng tlr xa an toan;
- C6 phwong an quan ly truy cap gilra cac viing mang va phong chéng xam nhap;
- C6 phwong an can bang tai va dw phong néng cho cac thiét bi mang chinh;
- C6 phuwong an bao dam an toan cho may chi co s& dir liéu;
- C6 phwong an chan loc phdn mém ddc hai trén méi trwéng mang;
- C6 phwong an phong chdng tan cong tir chéi dich vu;
- C6 phwong an giam sat hé théng thong tin tap trung;
- C6 phwong an giam sat an toan hé théng théng tin tap trung;
- C6 phuwong an quan ly sao lwu dw phong tap trung;

- C6 phwong an quan ly phan mém phong chéng ma déc trén cac may chd/may tinh ngwdi dung tap

trung;

- C6 phwong an phong, chdng that thoat dir liéu;

- C6 phuwong an dy phong két ndi mang Internet cho cac may chu dich vy;
- C6 phwong an bao dam an toan cho mang khong day (néu co).

7.2.1.2 Kiém soat truy cap tir bén ngoai mang

a) Thiét 1ap hé théng chi cho phép sir dung cac két ndéi mang an toan khi truy cap théng tin ndi bd hoac

quan tri hé théng tlr cac mang bén ngoai va mang Internet;
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b) Kiém soat truy cap t» bén ngoai vao hé théng theo tirng dich vu, tng dung cu thé; chan tat ca truy
cap téi cac dich vu, 'ng dung ma hé théng khéng cung cdp hodc khéng cho phép truy cap tir bén
ngoai;

c) Thiét lap gi&i han thdi gian cho (timeout) d& dong phién két ndi khi hé théng khéng nhan duoc yéu
cau tlr nguoi dung;

d) Phan quyén va cap quyén truy cap tr bén ngoai vao hé théng theo tirng nguwdi dung hodc nhém

nguwoi dung can clr theo yéu cau nghiép vu, yéu cau quan ly;

d) Gidi han sé lwong két ndi dong thdi tr mot dia chi ngudn va téng sé lwong két ndi ddng théi cho

tirng ng dung, dich vu dwoc hé théng cung cép theo nang luc thuc té ctia hé théng.
7.2.1.3 Kiém soat truy cap tir bén trong mang

a) Chi cho phép truy cap cac (rng dung, dich vu bén ngoai theo yéu ciu nghiép vu, chan cac dich vu

khac khéng phuc vu hoat ddng nghiép vu theo chinh sach cla tb chirc;

b) Giéi han truy cap cac trng dung, dich vu bén ngoai theo thdi gian (theo chinh sach truy cap cla té

chtrc néu co);

c) C6 phuong an kiém soat truy cap clia nguoi dung vao cac dich vu, cac may chi ndi bd theo chirc

naéng va chinh sach cla té chrc.
7.2.1.4 Nhat ky hé théng

a) Thiét 1ap chirc nang ghi, lwu trir nhat ky hé théng trén cac thiét bi hé théng (néu hé tro), bao gdm

céc thong tin sau:

- Thoi gian két ndi;

- Théng tin két néi mang (dia chi IP, céng két ndi);

- Hanh déng dbi vai két ndi (cho phép, ngan chan);

- Théng tin cac thiét bj dau cubi két ndi vao hé thdng theo dia chi vat ly va logic;
- Théng tin cdnh bao ttr cac thiét bi;

- Théng tin hiéu nang hoat déng cua thiét bi va tai nguyén mang.

b) St dung may chu thoi gian trong hé théng dé déng bo thdi gian gitra cac thiét bi mang, thiét bi dau

cudi va cac thanh phan khac trong hé thdng tham gia hoat dong giam sat;

c) Lwu trir va quan ly tap trung nhat ky hé théng thu thap dworc tir cac thiét bi hé théng;
d) Luu triv nhat ky hé théng cdia thiét bi t5i thidu 03 thang.

7.2.1.5 Phéng chéng xam nhap

a) C6 phwong an phong chéng xam nhap dé bao vé cac ving mang trong hé théng;
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b) Binh ky cap nhat co s& di¥ liéu dau hiéu phat hién tAn cong mang (Signatures);

c) Bdo ddm nang luc hé théng dap (rng du theo y&u cau, quy méd sbé lwong ngwdi dung va dich vu, rng

dung cta hé théng cung cép.

7.2.1.6 Phong chéng phadn mém doc hai trén méi trwéng mang

a) C6 phwong an phong chéng phan mém doc hai trén méi trudng mang;
b) Binh ky cap nhat di liéu cho hé théng phong chéng phan mém déc hai;

c) Bao ddm nang luc hé théng dap (rng du theo yéu cau, quy md sbé lwgng ngwdi dung va dich vu, trng

dung cta hé théng cung cép.
7.2.1.7 Bao vé thiét bj hé thong

a) Cau hinh chirc nang xac thuc trén céac thiét bj hé théng (néu hé tro) dé xac thwe ngwdi dung khi

quan tri thiét bj trwc tiép hodc t xa;

b) Thiét 1ap cAu hinh chi cho phép sr dung cac két néi mang an toan (néu hd tro) khi truy cap, quan tri

thiét bj twr xa;

c) C4u hinh thiét bi (néu hé trg’) chi cho phép han ché cac dia chi mang cé thé két néi, quan tri thiét bi

tlr xa;

d) Han ché duoc sé 1an dang nhap sai khi quén tri hodc két néi quan tri tir xa theo dia chi mang;
d) Phan quyén truy cap, quan tri thiét bi déi v&i cac tai khoan quan tri cé quyén han khac nhau;
e) Nang cap, xt ly diém yéu an toan théng tin cla thiét bi hé thdng trwdc khi dwa vao st dung:

g) X6a bd thong tin cu hinh, di¥ liéu trén thiét bj hé thdng khi thay ddi muc dich st dung hodc g& bd
khdi hé théng.

7.2.2 Bao dam an toan may chu

7.2.2.1 Xac thwc

a) Thiét 1ap chinh sach xac thwc trén may chi dé xac thue nguoi dung khi truy cap, quan ly va s dung
may chda;

b) Thay ddi cac tai khoan méc dinh trén hé théng hodc vé hiéu héa (néu khodng str dung);

c) Thiét Iap cAu hinh may chi d& ddm bao an toan mat khdu nguwdi sir dung, bao gdm cac yéu cau sau:
- Yéu cu thay di mat khdu mac dinh;

- Thiét lap quy tic dat mat khau vé sb ky tw, loai ky tu;

- Thiét lap thoi gian yéu ciu thay dbi mat khau;

- Thiét 1ap thdi gian mat khau hop lé.

d) Han ché sb lan dang nhap sai trong khoang thdi gian nhat dinh véi moét tai khoan nhét dinh;
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d) Thiét 1ap ciu hinh dé& vé hiéu héa tai khoan néu tai khodn dé dang nhap sai nhiéu lan vuot sb lan

quy dinh.
7.2.2.2 Kiém soat truy cap

a) Thiét lap hé thdng chi cho phép str dung cac két ndi mang an toan khi truy cap, quan tri may cha tir

Xa;

b) Thiét 1ap gi¢i han thdi gian chd (timeout) dé dong phién két ndi khi may chi khéng nhan dwoc yéu
cau tlr nguoi dung;

c) Thay ddi céng quan tri méc dinh cla may chu;

d) Gi&¢i han dia chi mang dwoc phép truy cap, quan tri may chu tir xa.

7.2.2.3 Nhat ky hé théng

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co’ ban sau:

- Théng tin két néi mang t&i may cha (Firewall log):;

- Théng tin dang nhap vao may chu;

- LGi phat sinh trong qua trinh hoat dong;

- Théng tin thay d6i cAu hinh may chu:;

- Théng tin truy cap dir liéu va dich vu quan trong trén may cha (néu co).

b) Bbng bd thoi gian gitka may chil véi may cha thdi gian;

c) Gi6¢i han dd dung lwong lwu trik nhat ky hé théng dé khong méat hodc tran nhat ky hé thdng;
d) Quan ly va lwu triy tap trung nhat ky hé théng thu thap dwoc tr may cha;

d) Lwu nhat ky hé théng trong khoang thai gian téi thiéu 1a 03 thang.

7.2.2.4 Phong chéng xam nhap

a) Loai bé cac tai khoan khéng str dung, cac tai khoan khéng con hop 1€ trén may chd;

b) St dung twdng Itra ctia hé diéu hanh va hé thdng dé cdm cac truy cap trai phép téi may cha;
c) V6 hiéu héa cac giao thirc mang khdng an toan, cac dich vy hé thdng khéng st dung;

d) C6 phwong &n cap nhat ban va, xr ly diém yéu an toan théng tin cho hé diéu hanh va cac dich vu hé

thdng trén may cha;
d) Thwe hién nang cép, xt ly diém yéu an toan théng tin trén may chi trwéde khi dwa vao st dung.
7.2.2.5 Phong chéng phan mém doc hai

a) Cai dat phan mém phong chéng méa déc (hodc co phwong an khac twong dwong) va thiét 1ap ché do

tw dong cap nhat co s& dir liéu cho phan mém;
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b) C6 phwong an kiém tra, do quét, x&r ly phan mém déc hai cho cac phan mém trudc khi cai dat;

c) Quan ly tap trung (cap nhat, canh bao va quan ly) cac phan mém phong chéng ma doc cai dat trén

may chl va cac may tinh nguwdi st dung trong hé théng.
7.2.2.6 Xt ly may chu khi chuyén giao

a) Co6 phwong an xo6a sach thong tin, di liéu trén may chi khi chuyén giao hodc thay dbi muc dich st

dung;

b) Sao lwu dw phong théng tin, di liéu trén may chd, ban dy phong hé diéu hanh may chi truéc khi

thwc hién xéa di¥ liéu, hé diéu hanh;

c) C6 bién phap kiém tra, bado dam di¥ liéu khong thé khdi phuc sau khi xéa.

7.2.3 Bao dam an toan trng dung

7.2.3.1 Xac thuc

a) Thiét 1ap cau hinh trng dung dé xac thwe ngudi st dung khi truy cap, quan tri, cAu hinh (rng dung;
b) Lwu tri¥ c6 ma hoéa thong tin xac thwe hé thdng;

c) Thiét 1ap cAu hinh ng dung d& dadm bao an toan mat khdu ngwdi st dung, bao gém cac yéu cau

sau:
- Yéu cau thay dbi mat khau méc dinh;

- Thiét 1ap quy tic dat mat khau vé sb ky tw, loai ky tu;

- Thiét 1ap thdi gian yéu cau thay déi mat khau;

- Thiét 1ap thdi gian mat khau hop lé.

d) Han ché s lan dang nhap sai trong khoang thdi gian nhét dinh véi tai khoan nhét dinh;
d) Ma hoa thong tin xac thwe trwde khi glri qua méi tredng mang;

e) Thiét 1ap cau hinh trng dung dé& ngén can viéc dang nhap tw déng ddi véi cac rng dung, dich vu

cung cap va x ly dir liéu quan trong trong hé théng.
7.2.3.2 Kiém soat truy cap

a) Thiét 1ap hé théng chi cho phép st dung cac két ndi mang an toan khi truy cap, quan tri 'ng dung tir

Xa,;
b) Thiét 1ap gi&i han thei gian cho (timeout) dé dong phién két ndi khi 'ng dung khéng nhan dwoc yéu
cau ti ngwoi dung;

c¢) Gi¢i han dia chi mang quan tri dwgc phép truy cap, quan tri ’ng dung tw xa;

d) Phan quyén truy cap, quan tri, s dung tai nguyén khac nhau clia tng dung v&i nguwdi st dung/

nhém ngudi sir dung cé chirc nang, yéu cau nghiép vu khac nhau;
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d) Gioi han sb lwong cac két ndi déng thoi (két ndi khdi tao va da thiét 1ap) dbi véi cac ng dung, dich

vu may chi cung cép.

7.2.3.3 Nhat ky hé théng

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co' ban sau:

- Théng tin truy cap &ng dung;

- Théng tin dang nhap khi quan tri (’ng dung;

- Théng tin céac 16i phat sinh trong qua trinh hoat dong;

- Théng tin thay d6i cAu hinh &ng dung.

b) Quén ly va lwu tri¥ nhat ky hé thdng trén hé thdng quan ly tap trung;

c) Nhat ky hé théng phai dwoc lwu trik trong khodng thoi gian tdi thiéu la 03 thang.
7.2.3.4 Bao mat thong tin lién lac

a) Ma hoa thong tin, di¥ lieu (khdng phai 1a théng tin, di liéu cong khai) trwde khi truyén dwa, trao doi
qua méi tredng mang; st dung phwong an ma hoéa theo quy dinh vé bao vé bi mat nha nwéc ddi voi

théng tin mat;

b) St dung két ndi mang an toan, bdo dam an toan trong qua trinh khéi tao két ndi kénh truyén va trao

dbi théng tin qua kénh truyén.

7.2.3.5 Chéng chéi bé

St dung chir ky sé khi trao déi thong tin, div liéu quan trong.

7.2.3.6 An toan trng dung va ma nguodn

a) C6 chirc nang kiém tra tinh hop 1& cta théng tin, div liéu dau vao trwdce khi xi ly;

b) C6 chirc nang kiém tra tinh hop lé cla théng tin, di¥ liéu dau ra trwde khi gvi vé may yéu cau;

c) Cé phuwong an bdo vé ng dung chéng lai nhitng dang tAn céng phé bién: SQL Injection, OS
command injection, RFI, LFI, Xpath injection, XSS, CSRF;

d) C6 chirc nang kiém soat 16i, théng béo 16i tir (rng dung.
7.2.4 Bao dam an toan dir liéu
7.2.4.1 Nguyén ven dir liéu

C6 phwong an quan ly, lwu trir div liéu quan trong trong hé théng cung véi ma kiém tra tinh nguyén
ven.

7.2.4.2 Bao mat div liéu

a) Luu trlr c6 ma héa cac thong tin, di liéu (khéng phai 1a théng tin, dir liéu cong khai) trén hé théng
Iwu tréi/phwong tién Iwu triv;
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b) St dung cac phwong phap ma héa manh (chwa dwoc cac td chirc qudc té cong bd diém yéu an

toan théng tin) d& ma hoa di liéu.
7.2.4.3 Sao lwu dw phong

a) Thuc hién sao lwu dw phong cac thong tin, di liéu co ban sau: tap tin cAu hinh hé théng, ban dw

phong hé diéu hanh may chd, co s& di liéu; dir liéu, thdng tin nghiép vu;

b) Phan loai va quan ly cac di¥ liéu dwoc Iwu trir theo tirng loai/nhém thdng tin dwgc gan nhan khac

nhau;

c) C6 hé théng/phwong tién lwu trir doc lap dé sao lwu dy phong.
8 Yéu cau co’ ban cho hé théng théng tin cap doé 4
8.1 Yéucauquanly

8.1.1 Thiét lap chinh sach an toan théng tin

8.1.1.1 Chinh sé&ch an toan thdng tin

Xay dwng chinh sach an toan théng tin, bao gém:

a) Xac dinh cac muc tiéu, nguyén tac bao dam an toan théng tin;

b) Xac dinh trach nhiém cta don vi chuyén trach vé an toan thong tin, cac can bd lam vé an toan théng

tin va cac déi twong thudc pham vi diéu chinh cla chinh sach an toan thong tin;
c) Xac dinh pham vi chinh sach an toan théng tin bao gém:
- Pham vi quan ly v& vat ly va logic cla té chirc;

- Cac &ng dung, dich vu hé théng cung cép;

- Ngudn nhan Iyc bdo ddm an toan théng tin.

d) Xay dwng chinh sach an toan théng tin bao gém:

- Quan ly an toan mang;

- Quan ly an toan may cha va &ng dung;

- Quan ly an toan di liéu;

- Quan ly an toan thiét bi dau cubi;

- Quén ly phong chéng phan mém déc hai;

- Quan ly diém yéu an toan thong tin;

- Quan ly giam sét an toan hé théng théng tin;

- Quan ly sy cb an toan théng tin;

- Quan ly an toan nguwdi str dung dau cubi.
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8.1.1.2 Xay dwng va céng bé

a) Chinh sach dwoc td chirc/bd phan dwoc Gy quyén thédng qua truéc khi cong bd ap dung;
b) Chinh sach dwoc cong bd trwdc khi ap dung;

c) T chirc tuyén truyén, phd bién cho toan bd can bd trong td chirc.

8.1.1.3 Ra soat, stra doi

a) Binh ky hang nam hoac khi c6 thay dbi chinh sach an toan théng tin kiém tra lai tinh phi hop va thuc

hién ra soat, cap nhat, bé sung;

b) Cé hd so lwu lai thdng tin phan hdi cla ddi twong ap dung chinh sach trong qua trinh trién khai, ap

dung chinh sé&ch an toan théng tin.

8.1.2 Té chirc bao dam an toan théng tin

8.1.2.1 BPon vi chuyén trach vé an toan théng tin

a) Thanh Iap ho&c chi dinh don vi chuyén trach vé an toan théng tin trong t chirc;

b) Phan dinh vai trd, trach nhiém, co ché phdi hop clia cac bd phan, can bd trong don vi chuyén trach

vé an toan thong tin;

c) Chi dinh bd phan chuyén trach trong don vi chuyén trach vé an toan théng tin cé trach nhiém xay

dwng va thuc thi chinh sach an toan théng tin.
8.1.2.2 Phéi hop vé&i nhirng co’ quan/td chirc cé tham quyén
a) C6 dau méi lién hé, phdi hop véi cac co quan, té chirc co6 thAm quyén quan ly vé an toan théng tin;

b) C6 dau méi lién hé, phdi hop véi cac co quan, t6 chirc trong cong tac hé tro' diéu phdi xt ly sw ¢b an

toan théng tin;

c) Tham gia cac hoat dong, céng tac bao dam an toan théng tin khi cé yéu cau cla td chirc c6 thadm

quyén.
8.1.3 Bao dam nguén nhan lwc
8.1.3.1 Tuyén dung

a) Can bd dwoc tuyén dung vao vj tri 1am vé an toan théng tin ¢co trinh do, chuyén nganh vé linh vuc

céng nghé théng tin, an toan théng tin, phu hop véi vi tri tuyén dung;

b) C6 quy dinh, quy trinh tuyén dung can bd va diéu kién tuyén dung can bd;

c) C6 chuyén gia trong linh viec danh gid, kiém tra trinh dd chuyén mén phi hop véi vi tri tuyén dung.
8.1.3.2 Trong qua trinh lam viéc

a) C6 quy dinh vé viéc thyc hién ndi quy, quy ché bao ddm an toan thdng tin cho ngudi si dung, can

bd quén Iy va van hanh hé théng;
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b) C6 ké hoach va dinh ky hang nam té chic phd bién, tuyén truyén nang cao nhan thic vé an toan

théng tin cho ngwoi s dung;

c) C6 ké hoach va dinh ky hang nam t6 chirc dao tao vé an toan théng tin hang ndm cho 03 nhém dbi

twong bao gébm: can bo ky thuat, can boé quan ly va ngwdi st dung trong hé thong.
8.1.3.2 Cham dut hodc thay déi cong viéc

a) Can bd chadm dut hoac thay dbi cong viéc phai thu hoi thé truy cap, théng tin dwoc lwu trén cac
phuwong tién lwu trik, cac trang thiét bi may méc, phan cirng, phdn mém va céc tai san khac (néu co)

thudc sé hiru cla to chirc;

b) C6 quy trinh va thwe hién vo hiéu hoa tat ca cac quyén ra, vao, truy cap tai nguyén, quan tri hé thdng
sau khi can bd thoi viéc;

c) C6 cam két gitr bi mat thong tin lién quan dén t6 chire sau khi nghi viéc.

8.1.4 Quan ly thiét ké, xay dwng hé thong

8.1.4.1 Thiét ké an toan hé théng thang tin

a) C6 tai liéu mod td quy md, pham vi va déi twong stiv dung, khai thac, quan ly van hanh hé théng théng
tin;

b) C6 tai liéu mo ta thiét ké va cac thanh phan ctia hé théng thong tin;

c) Cé tai liéu md ta phwong an bdo d&m an toan théng tin theo cap d9;

d) C6 tai liéu mé ta phwong an Iwa chon giai phap cong nghé bao dam an toan théng tin;

d) Khi co thay dbi thiét ké, danh gia lai tinh phu hop ctia phwong an thiét ké déi véi cac yéu cau an

toan d&t ra déi vaoi hé théng;
e) C6 phwong an quan ly va bao vé ho so thiét ké;

g) C6 bd phan chuyén mén, t& chuyén gia danh gia hd so thiét k& hé théng théng tin, cac bién phap

bdo d&m an toan thong tin trwdc khi trién khai thwc hién.
8.1.4.2 Phat trién phan mém thué khoan

a) C6 bién ban, hop déng va cac cam két dbi véi bén thué khoan cac ndi dung lién quan dén viéc phat

trién phan mém thué khoan;

b) Yéu cau cac nha phat trién cung cdp ma ngudén phan mém;

c) Kiém thir phan mém trén moi trwdng thir nghiém trwée khi dwa vao st dung;
d) Kiém tra, danh gia an toan thdng tin, trwdc khi dwa vao sl dung;

d) Khi thay d6i ma nguén, kién tric phan mém thwc hién kiém tra, danh gia an toan théng tin cho phan

mém;
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e) C6 cam két clia bén phat trién vé bao dam tinh bi mat va ban quyén ctia phan mém phat trién.
8.1.4.3 Thir nghiém va nghiém thu hé théng

a) Thuc hién thir nghiém va nghiém thu hé théng trwdc khi ban giao va dwa vao stv dung;

b) C6 noi dung, ké hoach, quy trinh th&r nghiém va nghiém thu hé théng;

c) C6 bd phan cé trach nhiém thwe hién thir nghiém va nghiém thu hé théng;

d) Cé don vi doc lap (bén thir ba) hodc bd phan doc lap thudc don vi thwe hién tw van va giam sat qua

trinh tht nghiém va nghiém thu hé théng;

d) C6 bao cao nghiém thu dwoc xac nhan clia bd phan chuyén trach va phé duyét clia chld quan hé

thdng thong tin trwéc khi dwa vao st dung.

8.1.5 Quan ly van hanh hé théng

8.1.5.1 Quan ly an toan mang

Chinh sach, quy trinh quan ly an toan mang bao gém:

a) Quan ly, van hanh hoat ddng binh thwéng clia hé thdng:

b) Cap nhat, sao lwu dy phong va khoi phuc hé théng sau khi xay ra sw c;
c) Truy cap va quan ly ciu hinh hé thdng:

d) C4u hinh tdi wu, tdng cwdng bao mat cho thiét bi hé thdng (clrng héa) truéc khi dwa vao van hanh,
khai thac.

8.1.5.2 Quan ly an toan may chu va trng dung

Chinh sach, quy trinh quan ly an toan may cha va trng dung bao gém:

a) Quan ly, van hanh hoat déng binh thwdng clia hé théng may chi va dich vu;

b) Truy cap mang ciia may chdq;

c) Truy cap va quan tri may chu va &rng dung;

d) Cap nhat, sao lwu dw phong va khdi phuc sau khi xay ra sw cé;

d) Cai dat, g& bé hé diéu hanh, dich vy, phan mém trén hé théng may chi va rng dung;
e) Két nbi va g& bd hé théng may chi va dich vu khdi hé thdng;

g) CAu hinh téi wu va tdng cudng bdo mat (cirng hda) cho hé théng may chd trwdc khi dwa vao van
hanh, khai thac.

8.1.5.3 Quan ly an toan dir liéu
Chinh séch, quy trinh quan ly an toan di liéu bao gom:

a) Yéu cau an toan dbi véi phuong phap ma hoa;
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b) Phan loai, quan ly va st dung khoéa bi mat va di¥ liéu ma hoéa;
c) Co ché mé hoa va kiém tra tinh nguyén ven cta di liéu;
d) Trao ddi di¥ liéu qua méi trwéng mang va phwong tién lwu triv;

d) Sao lwu dy phong va khéi phuc di¥ liéu (tAn suét sao lwu dy phong, phwong tién lwu triv, thdi gian

lwu tri; noi lwu triy, phwong thive lwu triv va phwong thive [y div liéu ra khéi phwong tién lwu triy;
e) Cap nhat déng b thong tin, di¥ liéu gitra hé théng sao lwvu dy phong chinh va hé théng phu;

g) DBinh ky ho&c khi cé thay dbi ciu hinh trén hé thdng thuwc hién quy trinh sao lwu dy phong: tap tin ciu
hinh hé théng, ban dw phong hé diéu hanh may chi, co sé di liéu; di¥ liéu, théng tin nghiép vu va cac

théng tin, di¥ liéu quan trong khac trén hé thdng (néu co).

8.1.5.4 Quan ly an toan thiét bi dau cudi

Chinh sach, quy trinh quan ly thiét bj dau cudi bao gdm:

a) Quan ly, van hanh hoat ddng binh thwéng cho thiét bi dau cubi;
b) Két néi, truy cap va st dung thiét bj dau cudi tir xa;

c) Cai dat, két ndi va g& bé thiét bj dau cudi trong hé théng;

d) C4u hinh tdi wu va tang cwdng bdo mat (cirng héa) cho may tinh nguwdi st dung va thwe hién quy

trinh trwéc khi dwa hé thdng vao st dung;

d) Kiém tra, danh gia, xt ly diém yéu an toan théng tin cho thiét bi dau cubi trwéc khi dwa vao st dung.
8.1.5.5 Quan ly phong chéng phan mém doc hai

Chinh sach, quy trinh quan ly phdn mém doc hai bao gém:

a) Cai dat, cap nhat, st dung phan mém phong chéng ma doc; do quét, kiém tra phan mém doc hai

trén may tinh, may cha va thiét bj di déng;

b) Cai dat, s&r dung phan mém trén may tinh, thiét bj di déng va viéc truy cap cac trang théng tin trén

mang;
c) Gri nhan tap tin qua méi trwdng mang va cac phwong tién Iwu trir di dong;

d) Binh ky thwc hién kiém tra va do quét phan mém ddc hai trén toan bo hé thdng; Thuc hién kiém tra
va xt ly phan mém ddc hai khi phat hién dau hiéu hoac canh bao vé diu hiéu phdn mém doc hai xuét

hién trén hé théng.
8.1.5.6 Quan ly giam sat an toan hé théng théng tin
Chinh sach, quy trinh quan ly giam séat an toan hé thdng théng tin bao gém:

a) Quan ly, van hanh hoat dong binh thwdng cia hé théng giam sat;
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b) Bi twong giam sat bao gom: thiét bi hé théng, may chi, irng dung, dich vu va cac thanh phan khac

trong hé théng (néu co);

c) Két ni va gl nhat ky hé théng tir dbi twong giam séat vé hé théng giam sat;
d) Truy cap va quan tri hé théng giam sat;

d) Loai théng tin can dwoc giam sat;

e) Lwu trir va bdo vé thong tin giam sat (nhat ky hé théng);

g) Béng b thoi gian gitra hé thdng giam sat va thiét bj dwoc giam sat;

h) Theo ddi, giam sat va canh bao sy cb phat hién duwoc trén hé thdng théng tin;
i) B tri ngudn lyc va t6 chirc giam sat an toan hé théng théng tin 24/7.

8.1.5.7 Quan ly diém yéu an toan théng tin

Chinh sach, quy trinh quan ly diém yéu an toan théng tin bao gém:

a) Quan ly théng tin cac thanh phan cé trong hé théng cé kha nang ton tai diém yéu an toan thong tin:

thiét bi hé thdng, hé diéu hanh, may chd, ng dung, dich vu va cac thanh phan khac (néu co);

b) Quan ly, cap nhat ngudn cung cap diém yéu an toan thong tin; phan nhém va mirc d6 cla diém yéu

cho céc thanh phan trong hé théng da xac dinh;

c) Co ché phdi hop véi cac nhédm chuyén gia, bén cung cap dich vu hé tro trong viéc xt ly, khac phuc

diém yéu an toan théng tin;

d) Kiém tra, danh gia va xt ly diém yéu an toan théng tin cho thiét bj hé théng, may cha, dich vu trwdc

khi dwa vao str dung;

d) Pinh ky kiém tra, danh gia diém yéu an toan thdng tin cho toan bd hé théng théng tin; Thuc hién quy
trinh kiém tra, danh gia, xt ly diém yéu an toan théng tin khi ¢é théng tin hodc nhan dwoc canh bao vé

diém yéu an toan thong tin dbi v&i thanh phan cu thé trong hé théng.

8.1.5.8 Quan ly sw cb an toan théng tin

Chinh sach, quy trinh quan ly sy ¢6 an toan théng tin bao gdm:

a) Phan nhém sy ¢b an toan théng tin mang;

b) Phwong an tiép nhan, phat hién, phan loai va xt ly ban dau sw cb an toan théng tin mang;
c) K& hoach (rng phé sw cb an toan théng tin mang;

d) Giam sat, phat hién va canh bao sw cb an toan théng tin;

d) Quy trinh (ng ctru sy cb an toan théng tin mang théng thuong;

e) Quy trinh (ng clru sy cb an toan théng tin mang nghiém trong;
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g) Co ché phéi hop v&i co quan chirc nang, cac nhém chuyén gia, bén cung cép dich vu hé tro trong

viéc xt ly, khac phuc sy cb an toan thong tin;

h) Binh ky t& chirc dién tap phwong an xt ly sy ¢d an toan théng tin.

8.1.5.9 Quan ly an toan ngwei sir dung dau cubi

Chinh sach, quy trinh quan ly an toan ngwdi st dung dau cubi bao gébm:

a) Quan ly truy cap, str dung tai nguyén ndi bo;

b) Quan ly truy cap mang va tai nguyén trén Internet;

c) Cai dat va sty dung may tinh an toan.

8.2  Yéu cau ky thuat

8.2.1 Bao dam an toan mang

8.2.1.1 Thiét ké hé théng

a) Thiét ké cac ving mang trong hé thdng theo chirc néng, cac viing mang tbi thiéu bao gdm:
- Vung mang ndi bd;

- Vung mang bién;

- Vung DMZ;

- Vung may chu ndi bo;

- Vung mang khéng day (néu co) tach riéng, doc lap véi cac viing mang khac;
- Vung mang may chi co s& dir liéu;

- Vung quan tri;

- VUng quan trj thiét bj hé théng.

b) Phwong an thiét ké bado ddm cac yéu cau sau:

- C6 phwong an quan ly truy cap, quan tri hé théng tir xa an toan;

- C6 phwong an quan ly truy cap gilra cac vung mang va phong chéng xam nhap;

- C6 phuwong an dy phong cho cac thiét bi mang va phwong an can bang tai, dw phong néng cho thiét

bi mang chinh;

- C6 phwong an bao dam an toan cho may chu co s& dir liéu;

- C6 phwong an chan loc phan mém déc hai trén méi trwéng mang;
- C6 phwong an phong chdng tan céng tir chdi dich vuy;

- C6 phwong an giam sat hé thdng théng tin tap trung;
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- C6 phwong an giam sat an toan hé théng théng tin tap trung;
- C6 phwong an quan ly sao Iwu dy phong tap trung;

- C6 phwong an quan ly phdn mém phong chdng ma doc trén cac may chi/may tinh ngwdi ding tap

trung;
- C6 phwong an phong, chéng that thoat di liéu;

- C6 phuwong an duy tri it nhat 02 két n6éi mang Internet tir cac ISP sir dung ha tang két néi trong nwéc

khac nhau (néu hé théng budc phai cé két ndi mang Internet) ;

- C6 phwong an bao dam an toan cho mang khéng day (néu co);
- C6 phwong an quén ly tai khoan dac quyén.

8.2.1.2 Kiém soat truy cap tir bén ngoai mang

a) Thiét 1ap hé théng chi cho phép sir dung cac két néi mang an toan khi truy cap thong tin ndi bd hoac
quan tri hé théng tlr cac mang bén ngoai va mang Internet;

b) Kiém soat truy cap t» bén ngoai vao hé thdng theo tirng dich vu, ng dung cu thé; chan tat ca truy
cap téi cac dich vu, ng dung ma hé théng khéng cung cap hodc khéng cho phép truy cap tr bén
ngoai;

c) Thiét lap gi6i han thdi gian cho (timeout) d& dong phién két néi khi hé thédng khéong nhan dwoc yéu
cau tlr nguoi dung;

d) Phan quyén va cap quyén truy cap tr bén ngoai vao hé thdng theo tirng ngwdi ding hodc nhém
nguwoi dung cdn c theo yéu cau nghiép vu, yéu ciu quan ly;

d) Gidi han sé lwong két ndi ddng thdi tr mot dia chi ngudn va téng sb lwong két ndi ddng thoi cho
tirng (ng dung, dich vu dwoc hé théng cung cp theo nang lwc thuc té ctia hé théng.

8.2.1.3 Kiém soat truy cap tir bén trong mang

a) Chi cho phép truy cap cac tng dung, dich vu bén ngoai theo yéu ciu nghiép vu, chan cac dich vu
khac khdéng phuc vu hoat ddng nghiép vu theo chinh sach cla td churc;

b) Cé phwong an kiém soat truy cap clia ngudi dung vao cac dich vu, cac may chi ndi bd theo chire
nadng va chinh sach cuda té churc;

c) Khéng cho phép hoac gi¢i han truy cap (theo chlrc nang clia may chu) tlr cdc may chd ra cac mang
bén ngoai hé thong;

d) C6 phwong an quan ly cac thiét bi dau cubi, may tinh ngwoi dung két ndi vao hé théng mang (theo
dia chi vat ly, dia chi logic), chi cho phép thiét bi dau cudi, may tinh nguwdi si dung hop 1& két ndi vao

hé théng.
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8.2.1.4 Nhat ky hé théng

a) Thiét lap chirc nang ghi, lwu trir nhat ky hé théng trén cac thiét bi hé théng (néu hd trg’), bao gébm

cac thoéng tin sau:

- Thoi gian két ndi;

- Théng tin két néi mang (dia chi IP, céng két ndi);

- Hanh dong dbi v&i két ndi (cho phép, ngén chan);

- Thong tin cac thiét bi dau cudi két ndi vao hé thdng theo dia chi vat ly va logic;
- Théng tin canh béo tir cac thiét bi;

- Théng tin hiéu nang hoat déng cla thiét bi va tai nguyén mang.

b) St dung may chu thoi gian trong hé théng dé déng bo thdi gian gitra cac thiét bi mang, thiét bi dau

cudi va cac thanh phan khac trong hé théng tham gia hoat déng giam sat;
c) Lwu trlr va quan ly tap trung nhat ky hé thdng thu thap duoc tir cac thiét bi hé thdng;

d) Giéi han tai nguyén cho chirc ndng ghi nhat ky trén thiét bi, & bado ddm chic nang nay khong lam

anh huéng, gian doan hoat dong cla thiét bi;

d) Lwu trir dw phong di liéu nhat ky hé thdng trén hé théng Iwu triv riéng biét, c6 ma héa véi nhivng div

liéu nhat ky quan trong (néu co);

e) Lwu triv nhat ky hé thdng cua thiét bj toi thiéu 06 thang.

8.2.1.5 Phong chéng xam nhap

a) C6 phwong an phong chéng xam nhap dé bdo vé cac ving mang trong hé théng;
b) Binh ky cap nhat co sé& di¥ liéu dau hiéu phat hién tAn cong mang (signatures);

c) Bado dam nang lwc hé théng dap &ng du theo yéu cau, quy mé sé lwong ngudi dung va dich vu, ting

dung ctia hé théng cung cap:

d) Hé théng c6 phwong an can bang tai va dw phong néng.

8.2.1.6 Phong chéng phan mém doc hai trén méi trwéng mang

a) C6 phwong an phong chéng phan mém doc hai trén mai trwdng mang;
b) Binh ky cap nhat di¥ liéu cho hé thdng phong chéng phan mém ddc hai;

c) Bdo dam nang lwc hé théng dap (ng du theo yéu cau, quy md sb lwgng ngwdi dung va dich vy, ing

dung cta hé théng cung cép;

d) Hé théng c6 phwong an can bang tai va du phong néng.
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8.2.1.7 Bao vé thiét bj hé théng

a) C4u hinh chirc nang xac thuc trén cac thiét bj hé thdng dé xac thwc ngudi dung khi quan tri thiét bi

trc tiép hodc tir xa;
b) Thiét Iap cAu hinh chi cho phép str dung cac két ndi mang an toan khi truy cap, quan tri thiét bi tv xa;

c) Khéng cho phép quan tri, cAu hinh thiét bj trwc tiép tlr cac mang bén ngoai, trwdng hop bat budc
phai quan tri thiét bi t» xa phai thwc hién gian tiép thong qua cac may quan tri trong hé théng va st

dung két ni mang an toan;

d) Han ché dwoc sé 1an dang nhap sai khi quan tri hodc két ndi quan tri tr xa theo dia chi mang;
d) Phan quyén truy cap, quan tri thiét bi déi véi cac tai khodn quan tri c6 quyén han khac nhau;

e) Nang cép, xt ly diém yéu an toan théng tin cla thiét bi hé thdng trwdc khi dwa vao s dung;

g) Céu hinh tdi wu, tdng cwéng bdo mat cho hé théng thiét bi hé thdng trwdc khi dwa vao siv dung;

h) X6a bd thdng tin cAu hinh, di liéu trén thiét bi hé théng khi thay ddi muc dich st dung hodc g& bd
khi hé théng.

8.2.2 Bao dam an toan may chu

8.2.2.1 Xac thwc

a) Thiét 1ap chinh sach xac thwc trén may chi dé xac thwe ngwdi dung khi truy cap, quan ly va s dung
may chda;

b) Thay ddi cac tai khoan méc dinh trén hé thong hodc vo hiéu héa (néu khong st dung);

c) Thiét lap cAu hinh may chi d& ddm bao an toan mat khdu nguwdi st dung, bao gdm cac yéu cau sau:
- Yéu cu thay di mat khdu mac dinh;

- Thiét 1ap quy tic dat mat khiu vé sb ky tw, loai ky tu;

- Thiét 1ap thoi gian yéu cu thay déi mat khau;

- Thiét lap thdi gian mat khau hop |é.

d) Han ché sb lan dang nhap sai trong khoang th&i gian nhat dinh véi mot tai khoan nhét dinh;

d) Thiét 1ap ciu hinh dé vo hiéu héa tai khoan néu tai khoan do dang nhap sai nhiéu lan vuwot sb 1an

quy dinh;

e) Thiét 1ap hé théng dé chi cho phép dang nhap vao hé thdng vao khoang thoi gian hop 1é (theo quy

dinh cta t6 chirc);

g) St dung co ché xac thwc da nhan té dé xac thuc nguoi sir dung khi truy cap, quan tri vao cac may

chd quan trong trong hé théng.
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8.2.2.2 Kiém soat truy cap

a) Thiét lap hé thdng chi cho phép str dung cac két ndi mang an toan khi truy cap, quan tri may cha tir

Xa;

b) Thiét lap gi¢i han thoi gian che (timeout) d& dong phién két néi khi may chi khéng nhan dwoc yéu
cau tlr nguoi dung;

c) Thay ddi céng quan tri méc dinh ctia may cha;

d) Khéng cho phép quan tri, cAu hinh may chu truc tiép tir cdc mang bén ngoai, trwéng hop bat budc
phai quan tri thiét bi t» xa phai thwc hién gian tiép thong qua cac may quan tri trong hé théng va st

dung két ni mang an toan;

d) Phan quyén truy cap, quan tri, st dung tai nguyén khac nhau trén may chd véi ngudi st dung/

nhém ngudi st dung c6 chirc nang, yéu cau nghiép vu khac nhau;

e) Cap quyeén tbi thiéu (quyén truy cap, quan tri) cho tai khodn quan tri may chi theo quyén han.
8.2.2.3 Nhat ky hé théng

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co’ ban sau:

- Théng tin két néi mang t&i may cha (Firewall log):;

- Théng tin dang nhap vao may chu;

- L6i phat sinh trong qua trinh hoat dong;

- Théng tin thay d6i cAu hinh may chu;

- Théng tin truy cap di liéu va dich vu quan trong trén may cha (néu co).

b) Gi¢i han dd dung lwong lwu trik nhat ky hé théng dé khéng mat hodc tran nhat ky hé théng;
c) Quan ly va lwu trir tap trung nhat ky hé théng thu thap dwoc tr may chi;

d) Lwu nhat ky hé théng trong khoang thdi gian téi thiéu 13 06 thang;

d) Lwu tri dw phong div liéu nhat ky hé thdng trén hé thdng lwu trir riéng biét, c6 ma hoéa véi nhivng di

liéu nhat ky quan trong (néu co).

8.2.2.4 Phong chdng xam nhap

a) Loai bé cac tai khoan khéng str dung, cac tai khoan khéng con hop 1€ trén may chd;

b) S&r dung twdng Itra ctia hé diéu hanh va hé thdng dé cdm céac truy cap trai phép téi may cha;

c) V6 hiéu héa cac giao thirc mang khéng an toan, cac dich vu hé théng khéng st dung;

d) C6 phwong &n cap nhat ban va, xr ly diém yéu an toan théng tin cho hé diéu hanh va cac dich vu hé
thdng trén may cha;

d) Thwe hién nang cép, xt ly diém yéu an toan thdng tin trén may chd trwéde khi dwa vao st dung;
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e) C6 bién phap quan ly tap trung viéc cap nhat va xr ly ban va, diém yéu an toan théng tin cho hé diéu

hanh va céc dich vu hé théng trén may chu;
g) Thuc hién cu hinh téi wu, ting cwdng bao mat cho may chi truéc khi dwa vao st dung.
8.2.2.5 Phong chéng phan mém doc hai

a) Cai dat phan mém phong chéng ma doc (hodc cé phuong an khac twong dwong) va thiét 1ap ché do

tw dong cap nhat co s& di liéu cho phan mém;
b) C6 phwong an kiém tra, do quét, x&r ly phan mém ddc hai cho cac phan mém truwéc khi cai dat;

c) Quan ly tap trung (cap nhat, canh bao va quan ly) cac phan mém phong chéng ma doc cai dat trén

may chl va cac may tinh nguwdi st dung trong hé théng;
d) C6 co ché kiém tra, x(r Iy ma dodc cla cac phwong tién lwu trir di déng trude khi két ndi véi may cha.
8.2.2.6 Xtr ly may chu khi chuyén giao

a) Co bién phap chuyén dung dé& xéa sach théng tin, di liéu trén may chi khi chuyén giao hodc thay

d6i muc dich s dung;

b) Sao lwu dw phong théng tin, di liéu trén may chd, ban dw phong hé diéu hanh may chi truéc khi

thue hién xoa dir liéu, hé diéu hanh;

c) C6 bién phap kiém tra, bado ddm di¥ liéu khong thé khdi phuc sau khi xéa.

8.2.3 Bao dam an toan trng dung

8.2.3.1 Xac thwc

a) Thiét 1ap cau hinh trng dung dé xac thwec ngwdi str dung khi truy cap, quan tri, cAu hinh (rng dung;
b) Lwu tri¥ c6 ma hoéa thong tin xac thwe hé thdng;

c) Thiét 1ap cAu hinh ng dung d& dam bao an toan mat khdu ngwdi st dung, bao gém cac yéu cau

sau:

- Yéu cau thay dbi mat khau méc dinh;

- Thiét 1ap quy tdc dat mat khau vé sb ky tw, loai ky tu;

- Thiét 1ap thoi gian yéu cau thay dbi mat khau;

- Thiét 1ap thoi gian mat khau hop 18;

d) Han ché s lan dang nhap sai trong khoang th&i gian nhét dinh véi tai khodn nhat dinh;
d) Ma héa thong tin xac thue trwde khi giri qua méi trrdng mang;

e) Thiét 1ap cau hinh &ng dung dé& ngén can viéc dang nhap tw déng dbi véi cac rng dung, dich vu

cung cap va xi ly di¥ liéu quan trong trong hé théng;
g) V6 hiéu hoa tai khoan néu dang nhap sai nhiéu lan vuot sb 1an quy dinh.
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8.2.3.2 Kiém soat truy cap

a) Thiét 1ap hé théng chi cho phép st dung cac két ndi mang an toan khi truy cap, quan tri 'ng dung tir

Xa;

b) Thiét 1ap gi&i han thoi gian chd (timeout) dé déng phién két ndi khi 'ng dung khéng nhan dwoc yéu
cau tlr nguoi dung;

c¢) Gi¢i han dia chi mang quan tri dwgc phép truy cap, quan tri ’ng dung ttr xa;

d) Phan quyén truy cap, quan tri, st dung tai nguyén khac nhau clGa rng dung véi ngudi st dung/

nhém ngudi st dung cé chirc nang, yéu cau nghiép vu khac nhau;

d) Gioi han sb lwong cac két ndi déng thoi (két néi khéi tao va da thiét 1ap) déi véi cac ting dung, dich

vu may chi cung cap:;

e) Cap quyeén tbi thiéu (quyén truy cap, quan tri) cho tai khodn quan tri ’ng dung theo quyén han;
g) Thiét 1ap quyén tbi thiéu (chi cAp quyén truy cap co s& di¥ liéu) cho tai khoan két néi co s& dir liéu.
8.2.3.3 Nhat ky hé théng

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co’ ban sau:

- Théng tin truy cap ng dung;

- Théng tin dang nhap khi quan tri (’ng dung;

- Thong tin céc 16i phat sinh trong qua trinh hoat déng;

- Théng tin thay d6i cAu hinh &ng dung.

b) Quan ly va lwu trir nhat ky hé théng trén hé thdng quan ly tap trung;

c) Nhat ky hé thdng phai dwoc lwu trik trong khodng thoi gian tdi thiéu la 06 thang:

d) Lwu tri dw phong di¥ liéu nhat ky hé théng trén hé théng Iwu trir riéng biét, cé ma héa véi nhivng div

liéu nhat ky quan trong (néu cé).
8.2.3.4 Bao mat thong tin lién lac

a) Ma hoa théng tin, dir liéu (khdng phai 1a théng tin, di liéu cdng khai) trwde khi truyén dua, trao dbi
qua méi trwdng mang; st dung phwong an mé hoéa theo quy dinh vé bao vé bi mat nha nwéc ddi voi

théng tin mat;

b) S&r dung két ndi mang an toan, bado dam an toan trong qué trinh khéi tao két néi kénh truyén va trao

ddi théng tin qua kénh truyén;

c) St dung két hop cac két néi mang an toan ho&c bién phap ma héa dé bao dam dir liéu quan trong

dwoc ma hda 02 1an khi truyén qua méi triedng mang;

d) St dung kénh vat ly riéng khi truyén dwa, trao dbi qua mai tredng mang dbi véi div liéu quan trong.
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8.2.3.5 Chéng chéi bé
a) St dung chi ky sé khi trao di théng tin, di¥ liéu quan trong;

b) Chir ky sb dwoc cung cap bdi co quan cé thdm quyén hodc don vi cung cép dich vu chiv ky s6 dwoc

cap phép;

c) Cé phuong an bao dam an toan trong viéc quan Iy va st dung chi ky s6.

8.2.3.6 An toan (rng dung va ma nguén

a) C6 chirc nang kiém tra tinh hop I& cla thong tin, dir liéu dau vao trwdc khi x ly;

b) C6 chirc nang kiém tra tinh hop |é cla théng tin, di liéu dau ra trwde khi giri vé may yéu cau;

c) Cé phwong an bdo vé ng dung chéng lai nhitng dang tdn céng phd bién: SQL Injection, OS
command injection, RFI, LFI, Xpath injection, XSS, CSRF;

d) C6 chirc nang kiém soat 16i, théng bao 16i ttr (rng dung;

d) Khéng lwu trik thong tin xac thue, thdng tin bi mat trén ma nguén trng dung;
e) Co chlrc nang tao lap, duy tri va quan ly phién lam viéc an toan.

8.2.4 Bao dam an toan dir liéu

8.2.4.1 Nguyén ven dir liéu

a) C6 phwong an quan ly, lwu tri di¥ liéu quan trong trong hé thdng cling véi ma kiém tra tinh nguyén

ven;

b) C6 phwong an giam sat, cadnh bao khi cé thay déi thong tin, di liéu lwu trén hé théng lwu trik/phwong

tién lwu triy;
c) C6 phwong an khéi phuc tinh nguyén ven cua théng tin di liéu.
8.2.4.2 Bao mat div liéu

a) Lwu trir c6 ma hoa cac thong tin, div liéu (khdng phai 1a théng tin, dir liéu cong khai) trén hé théng

Iwu triv/phwong tién lwu triv;

b) S dung cac phwong phap ma héa manh (chwa dwoc cac t chirc qubc té cong bd diém yéu an
toan théng tin) d& ma hoa di liéu;

c) C6 phwong an quan ly va bao vé di¥ liéu ma héa va khda gidi ma;

d) Thiét 1ap phan vung lwu trir ma hoéa, phan quyén truy cap chi cho phép nguwdi cé quyén dwoc truy
cap, quan ly di¥ liéu ma hoéa.

8.2.4.3 Sao lwu dw phong

a) Thyc hién sao lvu dy phong céac théng tin, dir liéu co ban sau: tap tin cau hinh hé théng, ban dv

phong hé diéu hanh may cha, co s& dir liéu; di liéu, théng tin nghiép vu;
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b) Phan loai va quan ly cac di¥ liéu dwogc lwu trir theo tirng loai/nhédm théng tin dwgc gan nhan khac

nhau;
c) C6 hé théng/phuong tién lwu trir doc lap dé sao lwu dy phong;

d) Phuong an sao lwu dw phong cé tinh s8n sang cao, cho phép khdi phuc di¥ liéu ndng khi mét thanh

phan trong hé théng xay ra sw cd.

9 Yéu ciu co’ ban cho hé thdng thdng tin cap d6 5
9.1 Yéucauquanly

9.1.1 Thiét lap chinh sach an toan théng tin

9.1.1.1 Chinh sé&ch an toan théng tin

Xay dung chinh sach an toan théng tin, bao gom:

a) Xac dinh cac muc tiéu, nguyén tac bao dam an toan théng tin;

b) X&c dinh trach nhiém cta don vi chuyén trach vé an toan thong tin, cac can bd lam vé an toan théng

tin va cac déi twong thudc pham vi diéu chinh cla chinh sach an toan théng tin;
c) Xac dinh pham vi chinh sach an toan théng tin bao gém:

- Pham vi quan ly v& vat ly va logic cla té chirc;

- Cac wng dung, dich vu hé théng cung cap;

- Ngudn nhan Iyc bdo ddm an toan théng tin.

d) Xay dwng chinh sach an toan théng tin bao gdm:

- Quan ly an toan mang;

- Quan ly an toan may chd va &ng dung;

- Quan ly an toan di liéu;

- Quan ly an toan thiét bj dau cubi:

- Quan ly phong chéng phan mém doc hai;

- Quan ly diém yéu an toan thang tin;

- Quan ly giam sét an toan hé théng théng tin;

- Quén ly sy cb an toan théng tin;

- Quan ly an toan ngwdi st dung dau cubi.

9.1.1.2 Xay dwng va céng b6

a) Chinh sach dwoc t6 chirc/bd phan dwoc Oy quyén théng qua trwde khi cong bb ap dung;
b) Chinh sach dwoc quan ly theo tirng phién ban khi cé sw thay déi, cap nhat;
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¢) Chinh sach dwoc cong bd truwéc khi ap dung;

d) T6 chirc tuyén truyén, phd bién ndi dung chinh sach quan ly an toan théng tin cho toan bd can bo

trong té chirc.
9.1.1.3 Ra soat, stra doi

a) Pinh ky 06 thang ho&c khi cé thay ddi chinh sach an toan théng tin kiém tra lai tinh phu hop va thuc

hién ra soat, cap nhat, bé sung;

b) Cé hd so lwu lai thdng tin phan hdi cla ddi twong ap dung chinh sach trong qua trinh trién khai, ap

dung chinh sé&ch an toan théng tin.

9.1.2 Té chirc bao dam an toan thong tin

9.1.2.1 Bon vi chuyén trach vé an toan théng tin

a) Thanh Iap ho&c chi dinh don vi chuyén trach vé an toan théng tin trong t chirc;

b) Phan dinh vai trd, trach nhiém, co ché phdi hop clia cac bd phan, can bd trong don vi chuyén trach

vé an toan thong tin;

c) Chi dinh bd phan chuyén trach trong don vi chuyén trach vé an toan thdng tin cé trach nhiém xay

dwng va thuc thi chinh sach an toan théng tin;

d) B4 tri can bo & vi tri quan trong phai la can bod chuyén trach;

d) B4 tri t6i thiéu 02 can bo theo mdi mang cong viéc can quan ly, thue thi.

9.1.2.2 Phéi hop vé&i nhirng co’ quan/td chirc cé tham quyén

a) C6 dau méi lién hé, phdi hop véi cac co quan, té chirc co6 thAm quyén quan ly vé an toan théng tin;

b) C6 dau mdi lién hé, phdi hop véi cac co quan, té chirc trong cong tac hd tro diéu phdi xt ly sw cd an

toan théng tin;

c) Tham gia cac hoat dong, céng tac bao dam an toan thong tin khi cé yéu cau cla td chirc c6 thadm

quyén.
9.1.3 Bao dam nguén nhan lwc
9.1.3.1 Tuyén dung

a) Can bd dwoc tuyén dung vao vj tri lam vé an toan théng tin ¢é trinh dd, chuyén nganh vé linh vuc

céng nghé théng tin, an toan thdng tin, phu hop véi vi tri tuyén dung;
b) C6 quy dinh, quy trinh tuyén dung can bd va diéu kién tuyén dung can bo;

c) C6 chuyén gia trong linh viec danh gia, kiém tra trinh d6 chuy@n mén phu hop véi vi tri tuyén dung.
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9.1.3.2 Trong qua trinh lam viéc

a) Co6 quy dinh vé viéc thye hién noi quy, quy ché bao ddm an toan thdng tin cho ngwdi str dung, can

bd quén ly va van hanh hé théng;

b) C6 ké hoach va dinh ky hang ndm té chirc phd bién, tuyén truyén nang cao nhan thirc vé an toan

théng tin cho ngwoi s dung;

c) Co ké& hoach va dinh ky hang nam td chirc dao tao vé an toan thdng tin cho 03 nhém ddi twong bao

gdm: can bd ky thuat, can bd quan ly va ngwdi st dung trong hé théng;

d) Xay dyng tiéu chi danh gia kj nang, kién thirc chuyén mén va nhan thirc vé& an toan théng tin déi voi
can bd & cac vi tri;

d) Binh ky hang nam tién hanh kiém tra kj ndng, kién thirc chuyén mén, ciing nhw nhan thic vé an
toan thong tin déi véi can bd & cac vi tri.

9.1.3.2 Cham dut hodc thay déi cong viéc

a) Can bd chdm dut hodc thay ddi cong viéc phai thu hoi thé truy cap, théng tin dwoc lwu trén cac
phuwong tién lwu trik, cac trang thiét bi may méc, phan cirng, phdn mém va cac tai san khac (néu co)

thudc sé hiru clia to chirc;

b) C6 quy trinh va thwe hién vo hiéu héa tat ca cac quyén ra, vao, truy cap tai nguyén, quan tri hé thdng
sau khi can bo théi viéc;

c) C6 cam két gitr bi mat théng tin lién quan dén td chire sau khi nghi viéc.

9.1.4 Quan ly thiét ké, xay dwng hé théng

9.1.4.1 Thiét ké an toan hé théng théng tin

a) C6 tai liéu mod td quy md, pham vi va déi twong stiv dung, khai thac, quan ly van hanh hé théng théng
tin;

b) Cé tai liéu mé ta thiét ké va cac thanh phan cta hé thdng théng tin;

c) C6 tai liéu mé ta phwong an bao ddm an toan théng tin theo cap do;

d) Cé tai liéu mod ta phwong an Iya chon giai phap cong nghé bao dam an toan thong tin;

d) Khi co6 thay dbi thiét ké, danh gia lai tinh phu hop clia phwong an thiét ké déi vdi cac yéu cau an

toan d&t ra déi voi hé théng;
e) C6 phwong an quan ly va bdo vé hé so thiét ké;

g) C6 bd phan chuyén mén, tb chuyén gia danh gia hd so thiét ké hé thdng thdng tin, cac bién phap

bdo d&m an toan théng tin truwdc khi trién khai thuc hién.
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9.1.4.2 Phat trién phan mém thué khoan

a) Cé bién ban, hop déng va cac cam két dbi véi bén thué khoan cac nodi dung lién quan dén viéc phat

trién phan mém thué khoan;

b) Yéu cau cac nha phat trién cung cap ma ngudén phan mém;

c) Kiém th&r phdn mém trén méi trwdng thir nghiém va nghiém thu trwédc khi dwa vao st dung;
d) Kiém tra, danh gia an toan thang tin, trwéc khi dwa vao st dung;

d) Khi thay d6i ma nguén, kién tric phdn mém thwc hién kiém tra, danh gia an toan théng tin cho phan

2
PN

méem;

e) C6 cam két clia bén phat trién vé bao dadm tinh bi mat ciia ma nguén va ban quyén ctia phan mém

phat trién.

9.1.4.3 Thir nghiém va nghiém thu hé théng

a) Thyc hién thir nghiém va nghiém thu hé théng trwéc khi ban giao va dwa vao s dung;
b) C6 noi dung, ké hoach, quy trinh thtr nghiém va nghiém thu hé théng;

c) C6 bd phan cé trach nhiém thwc hién thtr nghiém va nghiém thu hé théng;

d) Cé don vi doc lap (bén thir ba) hodc bd phan doc lap thudc don vi thwe hién tw van va giam sat qua

trinh thtr nghiém va nghiém thu hé thng;

d) Co6 bao cao nghiém thu dwgc xac nhan cia bé phan chuyén trach va phé duyét cia chi quan hé

thdng thong tin trwéc khi dwa vao st dung.

9.1.5 Quan ly van hanh hé théng

9.1.5.1 Quan ly an toan mang

Chinh sach, quy trinh quan ly an toan mang bao gém:

a) Quan ly, van hanh hoat déng binh thwdng ctia hé thdng;

b) Cap nhat, sao lwu dw phong va khéi phuc hé thdng sau khi xay ra sw cb;
c) Truy cap va quan ly cdu hinh hé théng;

d) C4u hinh téi wu, tdng cwdng bao mat cho thiét bi hé théng (cing hoéa) trwdc khi dwa vao van hanh,
khai thac.

9.1.5.2 Quan ly an toan may chu va ng dung
Chinh sach, quy trinh quan ly an toan may cha va ng dung bao gém:
a) Quan ly, van hanh hoat déng binh thwdng cta hé théng may chi va dich vuy;

b) Truy cap mang ctia may ch;
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c) Truy cap va quan tri may chu va (rng dung;
d) Cap nhat, sao lwu dy phong va khéi phuc sau khi xay ra sy cd;
d) Cai dat, g& bé hé diéu hanh, dich vy, phan mém trén hé théng may chi va rng dung;
e) Két nbi va g& bd hé théng may chi va dich vu khéi hé thdng;

g) Cau hinh t6i wu va tdng cwdng bdo mat (cirng héa) cho hé théng may chi trwédce khi dwa vao van
hanh, khai thac.

9.1.5.3 Quan ly an toan dir liéu

Chinh sach, quy trinh quan ly an toan di¥ liéu bao gém:

a) Yéu cau an toan déi véi phwong phap ma hoa;

b) Phan loai, quan ly va str dung khoéa bi mat va dir liéu ma hda;
c) Co ché ma hoa va kiém tra tinh nguyén ven ctia di¥ liéu;

d) Trao ddi di¥ liéu qua méi trwéng mang va phwong tién lwu triv;

d) Sao lwu dy phong va khoéi phuc dir liéu (tan suét sao lwu dw phong, phwong tién lwu triy, thdi gian

lwu tri; noi lwu tri, phwong thire lwu trir va phwong thive 1y div liéu ra khéi phwong tién lwu triv;
e) Cap nhat déng b thong tin, di¥ liéu gitka hé théng sao lwu dw phong chinh va hé théng phu:;

g) Binh ky ho&c khi cé thay dbi ciu hinh trén hé thdng thwc hién quy trinh sao lwu dw phong: tap tin ciu
hinh hé thdng, ban dw phong hé diéu hanh may chi, co s& dir liéu; div liéu, thdng tin nghiép vu va cac

thong tin, dir liéu quan trong khac trén hé thdng (néu cd).

9.1.5.4 Quan ly an toan thiét bj dau cudi

Chinh sach, quy trinh quan ly thiét bi d4u cudi bao gdm:

a) Quan ly, van hanh hoat déng binh thwéong cho thiét bi dau cubi;
b) Két ndi, truy cap va st dung thiét bi dau cudi tir xa;

c) Cai dat, két ndi va g& bé thiét bj dau cudi trong hé théng;

d) C4u hinh ti wu va tdng cwdng bdo mat (cirng héa) cho may tinh ngudi st dung va thwc hién quy

trinh truwdc khi dwa hé thdng vao st dung;

d) Kiém tra, danh gia, xr ly diém yéu an toan thdng tin cho thiét bi ddu cudi trwdc khi dwa vao sir dung.
9.1.5.5 Quan ly phong chéng phan mém déc hai

Chinh sach, quy trinh quan ly phan mém doc hai bao gébm:

a) Cai dat, cap nhat, s dung phan mém phong chéng ma déc; do quét, kiém tra phan mém doc hai

trén may tinh, may chu va thiét bi di déng;
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b) Cai dat, sir dung phan mém trén may tinh, thiét bi di déng va viéc truy cap cac trang théng tin trén

mang;
c) Gri nhan tap tin qua méi trwdng mang va cac phwong tién Iwu trir di dong;

d) Dinh ky thwc hién kiém tra va do quét phan mém ddc hai trén toan bo hé thdng; Thuc hién kiém tra
va xt ly phan mém ddc hai khi phat hién dau hiéu hodc canh bao vé dau hiéu phan mém doc hai xuat

hién trén hé thdng.

9.1.5.6 Quan ly giam sat an toan hé théng théng tin

Chinh sach, quy trinh quan ly giam sat an toan hé thdng théng tin bao gém:
a) Quan ly, van hanh hoat dong binh thwéng ctia hé thdng giam sét;

b) Béi twong giam sat bao gom: thiét bi hé théng, may cha, irng dung, dich vu va cac thanh phan khac

trong hé théng (néu co);

c) Két ndi va gtri nhat ky hé théng tir déi twong giam sat vé hé thdng giam sat;
d) Truy cap va quan tri hé théng giam sat;

d) Loai théng tin can dwoc giam sat;

e) Lwu triv va béo vé théng tin giam sat (nhat ky hé thdng);

g) Béng bd thoi gian gitka hé théng giam sat va thiét bi dwoc giam sat;

h) Theo ddi, giam sat va cadnh bao sw cb phat hién dwoc trén hé thdng thong tin;
i) B tri ngudn lwc va tbé chirc gidam sat an toan hé théng théng tin 24/7.

9.1.5.7 Quan ly diém yéu an toan thong tin

Chinh sach, quy trinh quan ly diém yéu an toan théng tin bao gdm:

a) Quan ly thong tin cac thanh phan cé trong hé théng c6 kha néng ton tai diém yéu an toan thong tin:

thiét bj hé thdng, hé diéu hanh, may chi, ng dung, dich vu va cac thanh phan khac (néu cé);

b) Quan ly, cap nhat nguén cung cap diém yéu an toan thong tin; phan nhém va mic do cla diém yéu

cho céc thanh phan trong hé théng da xac dinh;

c) Co ché phdi hop véi cac nhém chuyén gia, bén cung cép dich vu hd tro trong viéc x( ly, khac phuc

diém yéu an toan théng tin;

d) Kiém tra, danh gia va xt ly diém yéu an toan théng tin cho thiét bi hé théng, may cha, dich vu trwdc

khi dwa vao str dung;
d) Phwong an x@ ly tam thi khi diém yéu an toan thong tin khdng/chwa c6 kha nang xi 1y ;

e) Quy trinh khéi phuc lai hé théng sau khi xt ly diém yéu an toan théng tin that bai;
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g) Dinh ky kiém tra, danh gia diém yéu an toan théng tin cho toan bé hé théng thong tin; Thuc hién quy
trinh kiém tra, danh gia, xt ly diém yéu an toan théng tin khi c6 théng tin hodc nhan dwgc canh béo vé

diém yéu an toan théng tin déi véi thanh phan cu thé trong hé théng.

9.1.5.8 Quan ly sw c6 an toan théng tin

Chinh sach, quy trinh quan ly sw cb an toan théng tin bao gém:

a) Phan nhém sy ¢b an toan théng tin;

b) Phwong an tiép nhan, phat hién, phan loai va xt ly ban dau sy ¢ an toan théng tin;
c) K& hoach trng phé sw cb an toan thong tin;

d) Giam sat, phat hién va canh bao sw cb an toan thong tin;

d) Quy trinh ng cu sw cd an toan thong tin thong thuong:;

e) Quy trinh ng ctu sw cd an toan thong tin nghiém trong;

g) Co ché phéi hop v&i co quan chirc nang, cac nhém chuyén gia, bén cung cap dich vu hd tro trong

viéc xt ly, khac phuc sy ¢b an toan théng tin;

h) Binh ky t& chirc dién tap phwong an xt ly sy ¢d an toan théng tin.

9.1.5.9 Quan ly an toan nguwei str dung dau cudi

Chinh sach, quy trinh quan ly an toan ngwdi stv dung dau cubi bao gébm:

a) Quan ly truy cap, st dung tai nguyén ndi bo;

b) Quan ly truy cap mang va tai nguyén trén Internet;

c) Cai dat va str dung may tinh an toan.

9.2  Yéu cau ky thuat

9.2.1 Bao dam an toan mang

9.2.1.1 Thiét ké hé théng

a) Thiét ké cac viing mang trong hé théng theo chirc ndng, cac viing mang téi thiéu bao gém:
- Vung mang ndi bo;

- Vung mang bién;

- Vung DMZ;

- Vung may cha ndi bg;

- Vung mang khéng day (néu co) tach riéng, doc lap véi cac vang mang khac;
- Vung mang may cht co s& dir liéu;

- Vung quan tri;
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- Vung quan trj thiét bj hé théng.

b) Phwong an thiét ké bdo dam céac yéu ciu sau:

- C6 phwong an quan ly truy cap, quan tri hé théng tir xa an toan;

- C6 phwong an quan ly truy cap gilra cac viing mang va phong chéng xam nhap;
- C6 phwong an can bang tai, dw phong néng cho céc thiét bi mang;
- C6 phuwong an bao dam an toan cho may chu co s& dir liéu;

- C6 phwong an chan loc phdn mém ddc hai trén méi trwéng mang;
- C6 phwong an phong chdng tan cong tir chdi dich vu;

- C6 phwong an giam sat hé théng thong tin tap trung;

- C6 phwong an giam sat an toan hé thdng théng tin tap trung;

- C6 phuwong an quan ly sao lwu dw phong tap trung;

- C6 phwong an quan ly phdn mém phong chdng ma doc trén cac may chi/may tinh ngwdi ding tap

trung;
- C6 phwong an phong, chéng that thoat di liéu;

- C6 phwong an duy tri it nhat 02 két ndi mang Internet tir cac ISP st dung ha tang két ndi trong nwéc

khac nhau (néu hé théng budc phai cé két ndi mang Internet);

- C6 phwong an bdo ddm an toan cho mang khéng day (néu cé);

- C6 phwong an quan ly tai khoan dac quyén;

- C6 phwong an dw phong hé théng & vi tri dia ly khac nhau;

- C6 phwong an dw phong cho két ni mang gitra hé thdng chinh va hé théng dw phong.
9.2.1.2 Kiém soat truy cap tir bén ngoai mang

a) Thiét lap hé théng chi cho phép str dung cac két ndi mang an toan khi truy cap théng tin ndi bdé hodc
quan tri hé théng tlr cac mang bén ngoai va mang Internet;

b) Kiém soat truy cap t» bén ngoai vao hé théng theo tirng dich vu, &ng dung cu thé; chan tat ca truy
cap toi cac dich vy, ’ng dung ma hé théng khdong cung cép hoac khdng cho phép truy cap tr bén
ngoai;

c) Thiét 1ap gi&i han th&i gian ché (timeout) dé déng phién két ndi khi hé théng khong nhan duoc yéu
cau ti ngwoi dung;

d) Phan quyén va cap quyén truy cap tr bén ngoai vao hé théng theo tirng ngudi dung hodc nhém

nguoi dung cdn cr theo yéu cau nghiép vu, yéu ciu quan ly;
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d) Gidi han sé lwong két néi dong thdi tr mot dia chi nguén va téng sb lwong két ndi déng thoi cho

tirng ng dung, dich vu dwoc hé théng cung cép theo nang luc thuc té ctia hé théng;
e) C6 phwong an wu tién, bao dam chét lwong dich vu (QoS) cho cac (rng dung, dich vu quan trong.
9.2.1.3 Kiém soat truy cap tir bén trong mang

a) Chi cho phép truy cap cac (rng dung, dich vu bén ngoai theo yéu ciu nghiép vu, chan cac dich vu

khac khéng phuc vu hoat ddng nghiép vu theo chinh sach cta td chirc;

b) Cé phwong an kiém soat truy cap cla ngudi dung vao cac dich vu, cadc may chi ndi bo theo chirc

nang va chinh sach cla tb chirc;

c) Khéng cho phép hoac gi¢i han truy cap (theo chirc ndng clia may chu) tlr cdc may chd ra cac mang

bén ngoai hé théng;

d) C6 phwong an quan ly cac thiét bi dau cubi, may tinh nguoi dung két néi vao hé théng mang (theo
dia chi vat ly, dia chi logic), chi cho phép thiét bi dau cudi, may tinh ngwdi s& dung hop & két néi vao

hé théng;

d) Trién khai hé théng giam sat, phat hién va ngan chan truy cap tir bén trong mang dén cac dia chi

Internet bj cAm truy cap theo chinh sach cta td chirc (néu co);
e) C6 phwong an wu tién, bao dam chét lwong dich vu (QoS) cho cac két néi mang quan trong.
9.2.1.4 Nhat ky hé théng

a) Thiét 1ap chirc nang ghi, lwu tri¥ nhat ky hé théng trén cac thiét bi hé théng (néu hé tro), bao gdm

céc thong tin sau:

- Thoi gian két ndi;

- Thong tin két néi mang (dia chi IP, céng két nbi);

- Hanh déng dbi vai két néi (cho phép, ngdn chan);

- Théng tin cac thiét bi dau cubi két ndi vao hé théng theo dia chi vat ly va logic;

- Thoéng tin canh bao tir cac thiét bi;

- Théng tin hiéu nang hoat déng cua thiét bj va tai nguyén mang.

b) St dung may chi thoi gian trong hé théng dé déng bd thdi gian gitra cac thiét bi mang, thiét bi dau
cudi va cac thanh phan khac trong hé thdng tham gia hoat dong giam sat;

c) Lwu trir va quan ly tap trung nhat ky hé théng thu thap duoc tir cac thiét bi hé thdng;

d) Gi&i han tai nguyén cho chirc nang ghi nhat ky trén thiét bi, d& bao dam chirc ndng nay khong lam
anh huéng, gian doan hoat dong cla thiét bi;

d) Lwu trir dw phong di liéu nhat ky hé thdng trén hé thdng lwu trir riéng biét, cé6 ma hoa véi nhirvng di
liéu nhat ky quan trong (néu co);
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e) Lwu triv nhat ky hé thdng cua thiét bj téi thiéu 12 thang;

g) Phan quyén truy cap, quan ly di¥ liéu nhat ky hé théng déi v&i cac tai khodn cé chirc nang quan tri

hé théng khac nhau.

9.2.1.5 Phéng chéng xam nhap

a) C6 phwong an phong chéng xam nhap dé bao vé cac viing mang trong hé théng;
b) Binh ky cap nhat co s& di¥ liéu dau hiéu phat hién tAn cdng mang (Signatures);

c) Bdo ddm nang luc hé théng dap (rng du theo yéu cau, quy mé sb lwong nguwdi ding va dich vu, tng

dung cta hé théng cung cép:;

d) Hé thdng cé phwong an can bang tai va dw phong néng.

9.2.1.6 Phong chéng phan mém doéc hai trén méi trwé'ng mang

a) C6 phwong an phong chéng phan mém doc hai trén moi trwdng mang;
b) Binh ky cap nhat di¥ liéu cho hé thdng phong chéng phan mém doc hai;

c) Bdo ddm nang lwc hé thdng dap (rng dd theo yéu cau, quy md sbé lwong ngwdi dung va dich vu, (rng

dung cta hé théng cung cép:;
d) Hé thdng cé phwong an can bang tai va dw phong néng.
9.2.1.7 Bao vé thiét bj hé théng

a) C4u hinh chirc ndng xac thuc trén cac thiét bi hé théng dé xac thwc ngwdi dung khi quan tri thiét bi

truc tiép hodc tir xa;
b) Thiét Iap cAu hinh chi cho phép str dung cac két ndi mang an toan khi truy cap, quan tri thiét bj tr xa;

c) Khéng cho phép quan tri, ciu hinh thiét bj truc tiép tlr cac mang bén ngoai, trwdng hop bét budc
phai quan tri thiét bi tlr xa phai thwc hién gian tiép théng qua cac may quan trj trong hé thdng va sl

dung két néi mang an toan;

d) Han ché duwoc sb 1an dang nhap sai khi quan tri hoac két ndi quan tri tir xa theo dia chi mang;
d) Phan quyén truy cap, quan tri thiét bi déi vdi cac tai khodn quan tri cé quyén han khac nhau;

e) Nang cép, xt ly diém yéu an toan thdng tin cla thiét bi hé théng trwdc khi dwa vao s dung;

g) Céu hinh tdi wu, tdng cwdng bdo mat cho hé théng thiét bi hé thdng trwde khi dwa vao stiv dung;

h) X6a bd thdng tin cAu hinh, di liéu trén thiét bi hé théng khi thay déi muc dich s dung hodc g& bd
khoi hé théng.
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9.2.2 Bao dam an toan may chu
9.2.2.1 Xac thuc
a) Thiét 1ap chinh sach xac thuwc trén may chi dé xac thuc nguoi dung khi truy cap, quan ly va sir dung
may chu;
b) Thay dbi cac tai khodn méc dinh trén hé théng hodc vé hiéu héa (néu khoéng st dung);
c) Thiét lap cAu hinh may chi d& ddm bao an toan mat khdu ngwdi st dung, bao gdm cac yéu cau sau:
- Yéu cau thay dbi mat khau mac dinh;
- Thiét 1ap quy tic dat mat khau vé sb ky tw, loai ky tw;
- Thiét 1ap thdi gian yéu cau thay déi mat khau;
- Thiét 1ap thdi gian mat khau hop lé.
d) Han ché sb 1an dang nhap sai trong khoang thdi gian nhét dinh vé&i moét tai khodn nhéat dinh;

d) Thiét 1ap ciu hinh dé v6 hiéu hoéa tai khoan néu tai khodn d6 dang nhap sai nhiéu lan vwot sb 1an

quy dinh;

e) Thiét 1ap hé théng dé chi cho phép d&ng nhap vao hé théng vao khoang thoi gian hop 1@ (theo quy

dinh cla t6 chirc);

g) St dung co ché xac thuc da nhan té dé xac thwe nguoi st dung khi truy cap, quan tri vao cac may

chd trong hé thdng.
9.2.2.2 Kiém soat truy cap

a) Thiét lap hé thdng chi cho phép str dung cac két ndi mang an toan khi truy cap, quan tri may chi tir

xa;
b) Thiét lap gi¢i han thoi gian che (timeout) dé déng phién két ndi khi may chi khéng nhan dwoc yéu
cau t nguoi dung;

c) Thay ddi céng quan tri méc dinh ctia may cha;

d) Khéng cho phép quan tri, cAu hinh may chu tryc tiép tir cdc mang bén ngoai, truéng hop bat budc
phai quan tri thiét bi t» xa phai thwc hién gian tiép thong qua cac may quan tri trong hé théng va st

dung két nbi mang an toan;

d) Phan quyén truy cap, quan tri, s& dung tai nguyén khac nhau trén may chd véi nguwdi siv dung/

nhém ngui st dung ¢ chire nang, yéu cau nghiép vu khac nhau;
e) Cap quyén tdi thiéu (quyén truy cap, quan tri) cho tai khodn quan tri may chi theo quyén han;

g) Kiém soét truy cap may chu theo khoang thdi gian hop 1€ (theo chinh sach cla tb chirc néu co).
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9.2.2.3 Nhat ky hé théng

a) Ghi nhat ky hé théng bao gém nhirng théng tin co’ ban sau:

- Théng tin két néi mang t&i may cha (Firewall log);

- Théng tin dang nhap vao may chu;

- L&i phat sinh trong qua trinh hoat déng;

- Théng tin thay d6i cAu hinh may chu;

- Théng tin truy cap dir liéu va dich vu quan trong trén may cha (néu cd).
b) Gi¢i han du dung lwong lwu trik nhat ky hé théng dé& khéng mat hodc tran nhat ky hé théng;
c) Quan ly va lwu trir tap trung nhat ky hé théng thu thap dwoc tir may chu;
d) Lwu nhat ky hé théng trong khoang thai gian téi thiéu 1a 12 thang;

d) Lwu trir dw phong di liéu nhat ky hé thdng trén hé thdng lwu trir riéng biét, cd6 ma héa véi nhivng div

liéu nhat ky quan trong (néu co);

e) Phan quyén truy cap, quan ly di¥ liéu nhat ky hé théng déi v&i cac tai khodn cé chirc nang quan tri

hé théng khac nhau.

9.2.2.4 Phong chéng xam nhap

a) Loai bé cac tai khoan khdéng str dung, cac tai khoan khéng con hop 1é trén may chu;

b) St dung twdng Itra ctia hé diéu hanh va hé thdng dé cdm cac truy cap trai phép téi may cha;
c) V6 hiéu héa cac giao thirc mang khdong an toan, cac dich vu hé thdng khéng st dung;

d) C6 phwong &n cap nhat ban va, xt ly diém yéu an toan théng tin cho hé diéu hanh va cac dich vu hé

thdng trén may cha;
d) Thuwe hién nang cap, xt ly diém yé&u an toan thong tin trén may cha trwéc khi dwa vao st dung;

e) C6 bién phap quan ly tap trung viéc cap nhat va x ly ban va, diém yéu an toan thdng tin cho hé diéu

hanh va cac dich vu hé théng trén may cha;
g) Thuc hién céu hinh téi wu, ting cwdng bao mat cho may chi trwée khi dwa vao st dung;

h) C6 bién phap phong chéng xam nhap trén may chd va kiém tra tinh nguyén ven cla cac tap tin hé

thdng.
9.2.2.5 Phong chéng phan mém doc hai

a) Cai dat phan mém phong chéng ma doc (hodc coé phwong an khac twong dwong) va thiét 1ap ché do

tw dong cap nhat co s& dir liéu cho phan mém;

b) C6 phwong an kiém tra, do quét, x&r ly phAn mém déc hai cho cac phan mém trwdc khi cai dat;
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c) Quan ly tap trung (cap nhat, canh bao va quan ly) cac phan mém phong chéng ma doc cai dat trén

may chl va cac may tinh ngwdi st dung trong hé théng;
d) C6 co ché kiém tra, x(r Iy ma ddc clia cac phwong tién lwu trik di dong truwde khi két néi véi may chu;

d) C6 co ché theo dbi, giam sat va canh bao khi co sy xuat hién cac tién trinh méi, cac tap tin hé thdng

trén may cha bj thay déi.
9.2.2.6 Xtr ly may chu khi chuyén giao

a) Co bién phap chuyén dung dé xéa sach théng tin, di¥ liéu trén may chu khi chuyén giao hoac thay

d6i muc dich s dung;

b) Sao lwu dw phong théng tin, di liéu trén may chd, ban dy phong hé diéu hanh may chi truéc khi

thwc hién xéa di¥ liéu, hé diéu hanh;

c) C6 bién phap kiém tra, bado ddm di¥ liéu khong thé khdi phuc sau khi xéa.

9.2.3 Bao dam an toan &rng dung

9.2.3.1 Xac thuc

a) Thiét 1ap cau hinh trng dung dé xac thwe ngwdi st dung khi truy cap, quan tri, cAu hinh (rng dung;
b) Lwu tri¥ c6 ma hoéa thong tin xac thwe hé thdng;

c) Thiét 1ap cAu hinh ng dung d& dadm bao an toan mat khau ngudi s dung, bao gdm cac yéu cau

sau:

- Yéu cau thay dbi mat khau méc dinh;

- Thiét 1ap quy tic dat mat khau vé sb ky tw, loai ky tu;

- Thiét 1ap thdi gian yéu cau thay déi mat khau;

- Thiét lap thdi gian mat khau hop |é.

d) Han ché sé lan dang nhap sai trong khoang thdi gian nhét dinh véi tai khoan nhét dinh;
d) Ma hoa thong tin xac thwe trwdc khi glri qua méi tredng mang;

e) Thiét 1ap cau hinh &ng dung dé& ngén can viéc dang nhap tw déng dbi véi cac rng dung, dich vu

cung cap va xi ly di¥ liéu quan trong trong hé théng;
g) Vo hiéu hoa tai khoan néu dang nhap sai nhiéu lan vwot sb 1an quy dinh;

h) St dung co ché xac thwe da nhan t6 dé xac thwe ngudi st dung khi truy cap, quan tri cac dich vu

quan trong trong hé théng.
9.2.3.2 Kiém soat truy cap
a) Thiét 1ap hé théng chi cho phép st dung cac két ndi mang an toan khi truy cap, quan tri 'ng dung tir

Xa;
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b) Thiét lap gi&i han thoi gian ché (timeout) dé dong phién két ni khi rng dung khéng nhan duoc yéu
cau tlr nguoi dung;
c¢) Gi¢i han dia chi mang quan tri dwoc phép truy cap, quan tri ’ng dung twr xa;

d) Phan quyén truy cap, quan tri, st dung tai nguyén khac nhau cla rng dung véi ngudi st dung/

nhém ngudi st dung cé chirc nang, yéu cau nghiép vu khac nhau;

d) Gioi han sb lwong cac két ndi déng thdi (két néi khdi tao va da thiét 1ap) dbéi véi cac ing dung, dich

vu may chi cung cap;

e) Cap quyeén tbi thiéu (quyén truy cap, quan tri) cho tai khodn quan tri ’ng dung theo quyén han;

g) Thiét 1ap quyén tbi thiéu (chi cAp quyén truy cap co s& di liéu) cho tai khoan két néi co sé dir liéu;
h) Thay ddi, tach biét cdng quan tri ’ng dung véi cdng cung cép dich vu &ng dung;

i) Khéa tam thoi hoac khéng cho phép quan tri 'ng dung trong khoang thoi gian ngoai gi& lam viéc

theo chinh sach cla té chirc (néu co).

9.2.3.3 Nhat ky hé théng

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co’ ban sau:

- Théng tin truy cap ng dung;

- Théng tin dang nhap khi quan tri (’ng dung;

- Thong tin céc 16i phat sinh trong qua trinh hoat déng;

- Théng tin thay d6i cAu hinh &ng dung.

b) Quan ly va lwu trir nhat ky hé théng trén hé thdng quan ly tap trung;

c) Nhat ky hé thdng phai dwoc lwu trik trong khodng thoi gian tdi thiéu 1a 12 thang;

d) Lwu tri dw phong div liéu nhat ky hé thdng trén hé thdng lwu triv riéng biét, cé6 ma héa véi nhirng div

liéu nhat ky quan trong (néu cé);

d) Phan quyén truy cap, quan ly di¥ liéu nhat ky hé théng déi v&i cac tai khoan cé chirc ndng quan tri

hé théng khac nhau.
9.2.3.4 Bao mat thong tin lién lac

a) Ma hoa théng tin, dir liéu (khdng phai 1a théng tin, di liéu céng khai) trwdc khi truyén dwa, trao dbi
qua mdi tredng mang; sir dung phwong an ma hoéa theo quy dinh vé bao vé bi mat nha nwéc dbi voi
théng tin mat;

b) S& dung két ndi mang an toan, bdo dam an toan trong qua trinh khéi tao két nbi k&nh truyén va trao

ddi thong tin qua kénh truyén;
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c) S dung két hop cac két néi mang an toan hoac bién phap ma héa dé bao ddm dir liéu quan trong

dwoc ma héa 02 1an khi truyén qua méi trwdng mang;

d) S dung kénh vat ly riéng khi truyén dwa, trao d6i qua mai trwng mang ddi véi div liéu quan trong;
d) St dung thiét bi phan cirng chuy&n dung dé phuc vu ma hoéa va giai ma.

9.2.3.5 Chéng chéi bé

a) S dung chi ky sé khi trao dbi thdng tin, di¥ liéu quan trong;

b) Chi¥ ky sb dwoc cung cip béi co quan cé thdm quyén hodc don vi cung cap dich vu chiv ky s6 duwoc

cép phép;
c) Cé phuong an bao dam an toan trong viéc quan Iy va st dung chiv ky sb;

d) St dung thiét bi, phwong tién chuyén dung dé thuwc hién ky va giai ma thong tin, div liéu khi gt va

nhan.

9.2.3.6 An toan (rng dung va ma nguén

a) C6 chirc nang kiém tra tinh hop Ié cla thong tin, di¥ liéu dau vao trwdc khi xi 1y;

b) C6 chirc nang kiém tra tinh hop |é cla thong tin, di liéu dau ra trwde khi givi vé may yéu cau;

c) Cé phwong an bdo vé tng dung chéng lai nhitng dang tdn cdng phé bién: SQL Injection, OS
command injection, RFI, LFI, Xpath injection, XSS, CSRF;

d) C6 chirc nang kiém soat 16i, théng bao 16i tir (rng dung;

d) Khéng lwu trik thong tin xac thwe, thdng tin bi mat trén ma nguén trng dung;

e) C6 chirc nang tao lap, duy tri va quan ly phién lam viéc an toan.

9.2.4 Bao dam an toan dir liéu

9.2.4.1 Nguyén ven dir liéu

a) C6 phwong an chuyén dung dé quan ly, lwu tri» di liéu trong hé thdng bao dam tinh nguyén ven;

b) C6 phwong an giam sat, cadnh bao khi c6 thay déi thong tin, div liéu lwu trén hé théng Iwu tri/phwong

tién lwu triv;

c) Co6 phwong an khéi phuc tinh nguyén ven ctia thong tin di liéu.

9.2.4.2 Bao mat dir liéu

a) Lwu trlr c6 ma hoa cac théng tin, di liéu (khdng phai la thdng tin, di¥ liéu cdng khai) trén hé théng
Iwu tréi/phwong tién lwu triv;

b) S& dung cac phwong phap ma héa manh (chwa dwoc cac tb chirc qudc té cong bd diém yéu an
toan théng tin) d& ma hoa di liéu;

c) Cé phwong an chuyén dung dé quan ly va bao vé dir liéu ma héa va khoa gidi ma;
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d) Thiét 1ap phan vung lwu trir ma hoéa, phan quyén truy cap chi cho phép ngudi co quyén dwoc truy
cap, quan ly di¥ liéu ma hoéa.
9.2.4.3 Sao lwu dw phong

a) Thuc hién sao lwu dw phong cac thong tin, di liéu co ban sau: tap tin cAu hinh hé théng, ban dw

phong hé diéu hanh may chd, co s& dir liéu; di liéu, théng tin nghiép vu;

b) Phan loai va quan ly cac di¥ liéu dwogc lwu trik theo tirng loai/nhém théng tin dwoc gan nhan khac

nhau;
c) C6 hé théng/phwong tién lwu trir doc lap dé sao lwu dy phong;

d) Phuong an sao lwu dw phong cé tinh s&n sang cao, cho phép khdi phuc di¥ li&u néng khi mét thanh

phan trong hé théng xay ra sw cd;

d) Lwu tri dw phong cac dir liéu quan trong trén hé théng/phwong tién lwu tri dw phong & vi tri dia ly

khac nhau; bdo ddm méi trwéng bdo quan va phuong phap quan ly gibng nhw véi hé théng chinh;

e) Duy tri it nhat 02 két n6i mang tir hé thdng sao lwu dw phong chinh véi hé thdng sao lvu dw phong

phu.
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Phu luc A
(Quy dinh)

Yéu ciu co’ ban vé an toan vat ly cho hé thong théng tin theo cap do
A.1 Yéu cau vat ly cho hé théng théng tin cap doé 1

A.1.1 Kiém soat truy cap vat ly
Thiét 1ap cong bao vé dé kiém soat vao, ra phong may ch.
A.1.2 Chéng trom, chéng pha hoai

Thiét bi hé théng phai dwoc dat trong phong may chi va cé ti bao vé (ta rack), dwoc dat cb dinh va

gan nhan mo ta.

A.1.3 Chéng chay

Phong may chi dwoc trang bi hé thdng phong chay, chiva chay.

A.1.4 Nguén cung cap

Ngudn dién trong phong may chl phai dwgc ddm bao dn dinh cé 6n ap, chdng qua tai.
A.2 Yéu cau vat ly cho hé théng théng tin cap d6 2

A.2.1 Kiém soat truy cap vat ly

a) Thiét 1ap hé thdng céng bdo vé dé kiém soat vao, ra phong may chu;

b) Thiét Iap hé thédng camera giam sat, ghi lai théng tin vao ra phong may ch.

A.2.2 Chéng trom, chéng pha hoai

Thiét bj hé théng phai dwoc dat trong phong may chil va cé ti bao vé (ta rack), dwoc dat cb dinh va

gan nhan mo ta.

A.2.3 Chéng sét

Tda nha dat phong may chd phai dwoc thiét 1ap hé théng chdng sét.

A.2.4 Chéng chay

Phong may chi phai I&p d&t hé théng canh bao va chira chay tw dong.

A.2.5 Kiém soat nhiét dé va do am

C6 hé thdng diéu hoa, bao dam vé nhiét do, dd &m 6n dinh trong phong may chd.
A.2.6 Nguén cung cap

a) Ngudn dién trong phong may chi phai dwoc ddm bao én dinh cé 6n ap, chéng qua tai;
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b) C6 hé théng UPS dadm bao hoat déng lién tuc ctia cac thiét bi mang chinh va cac may chd quan

trong.
A.3 Yéu cau vat ly cho hé thdng théng tin cap dé 3
A.3.1 Lwa chon vi tri vat ly

Vi tri phong may chi khéng dwoc nam & cac tAng cao cla tda nha; khong dwoc dat dwédi ting hdm

hoac dwéi cac noi chira, dwng nwéec.
A.3.2 Kiém soat truy cap vat ly
a) Thiét 1ap hé théng cbng dién tir dé kiém soat vao, ra phong may chu;

b) Thiét 1ap hé théng camera giam sat, ghi lai théng tin vao ra phong may chi. D liéu nhat ky camera

phai dwoc lwu triy tdi thiéu 03 thang;

c) C6 phwong an kiém soat cac thiét bi, vat dung dwoc mang ra, vao phong may cha.

A.3.3 Chéng trédm, chéng pha hoai

a) Thiét bi hé thdng phai dwoc dat trong phong may chi va cé ti bao vé (ti rack), dwoc dat cb dinh va
gan nhan mo ta;

b) Két néi vat ly (cap mang, dién thoai...) trong phong phai dwoc di ngadm va c6 duwéng 6ng bao vé;

c) Thiét lap hé théng bao ddng chdng trom tw dong.

A.3.4 Chéng sét

a) Toa nha d&t phong may chi phai dwoc thiét 1ap hé théng chéng sét va dwoc nghiém thu, kiém tra kj

thuat cia ban quan ly tda nha;

b) Cac thiét bi, ta ky thuat trong phong may chi phai dwoc nbi dat.

A.3.5 Chéng chay

a) Phong may chu phai lap dat hé théng canh bao va chira chay tw déng;
b) Phong may chid phai dwoc xay dwng str dung cac vat liéu chiu Itra.
A.3.6 Chéng am va chéng tham

a) Twong va san nha clia phong may chi cé cac duwdng 6ng thoat nuwéc; dwdng dng thoat nwéc khdng

duwoc di qua trAn, san phong may cha;
b) Tran va céac cira, clra s6 phong may chu phai dwoc thiét ké dam bao khéng bi nwéc mua hat vao;

c) C6 bién phap ngan khéng cho nwéc mwa thAm qua tran va twdng vao phong may, tich tu nwéc va di

chuyén nudc tich tu trong phong may.
A.3.7 Chéng tinh dién

a) C6 bién phap chdng tinh dién dbi véi cac thiét bi mang chinh;
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b) San phong may chi can phai dwoc lap dat san chdng tinh dién.
A.3.8 Kiém soat nhiét dé va dé am
C6 hé thdng diéu hoa trung tam, bdo dam vé nhiét dd, dd 4m n dinh trong phong may cha.
A.3.9 Nguédn cung cép
a) Ngudn dién trong phong may chi phai dwoc ddm bao &n dinh cé 6n ap, chéng qua tai;
b) C6 ngudn cung cap dién dw phong, cé thé thay thé ngudn cung cép dién chinh;
c) C6 hé théng UPS dam bao hoat ddng lién tuc clia cac thiét bi hé théng va may cha.
A.3.10 Bao vé dién tir

a) Puwdng dién va cap tin hiéu (cap mang, thoai...) phai dwoc dat cach ly dé tranh nhiéu dién tir duwdng

dién sang cap tin hiéu;

b) C6 phwong an che chan, cach ly cac nguén nhiéu dién tlr nhw: cac may bién ap, cac dong co va

may phat dién, thiét bi X quang, cac may phat ra-da hodc vo tuyén, thiét bi han nhiét.
A.4 Yéu cau vat ly cho hé théng théng tin cap do 4
A.4.1 Lwa chon vi tri vat ly

a) Vi tri phong may chd khéng dwoc nam & cac tAng cao cua tda nha; khong duwoc dat duwdi thng ham

hoac dw¢i cac noi chira, dwng nuwéc;

b) Vj tri d&t phong may chii can tranh khu vwe dé phat sinh Itra nhw khu viee gan kho dau, vat dé chay,

khu virc co dién trwdng va tlr tredng manh.
A.4.2 Kiém soat truy cap vat ly
a) Thiét 1ap hé théng cbng dién tir dé kiém soat vao, ra phong may chu;

b) Thiét lap hé thdng camera giam sat, ghi lai théng tin vao ra phong may chu; hé théng phai dwoc
quan ly tap trung va dwoc theo d&i, giam sat 24/7. D liéu nhat ky camera phai dwoc lwu triy téi thiéu
06 thang;

c) Thiét Iap khu vanh dai gitra phong may chi véi cac khu vuc khac trong tda nha;

d) Céac khu v trong phong may cha dét thiét bi mang chinh va may chi quan trong phai cé hé théng

camera giam sat va cé tu bao vé.

A.4.3 Chéng trém, chéng pha hoai

a) Thiét bi hé thdng phai dwoc dat trong phong may chi va cé ti bao vé (ti rack), dwoc dat cd dinh va
gan nhan mo ta;

b) Két ndi vat ly (cap mang, dién thoai...) trong phong phai dwoc di ngdm va c6 duwong 6ng bao vé;
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c) Thiét lap hé théng bao dong chdng trdom tw ddng st dung k¥ thuat quang dién hodc nhirng kj thuat

khac twong dwong.
A.4.4 Chéng sét

a) Toa nha d&t phong may chi phai dwoc thiét 1ap hé thdng chdng sét va dwoc nghiém thu, kiém tra ky

thuat ctia ban quan ly tda nha;

b) Cé phwong an phong chéng sét lan truyén cho cac thiét bi hé théng, cac thiét bi phu trg’ va nguédn

cung cap dién;
c) Két ndi mang gitra cac thiét bj hé thdng cé co ché phong chéng sét lan truyén.
A.4.5 Chéng chay

a) Phong may chi phai lap dat hé théng canh bao va chira chay tw ddng; c6 cac hinh thirc phat tin hiéu

canh bao chay khac nhau (b&ng am thanh, &4nh sang...);
b) Phong may cha phai dwoc xay dwng str dung cac vat liéu chiu Ira;

c) Khu virc may chi quan trong va thiét bi mang chinh phai d&t cach ly va cé bién phap cach Itra voi

cac khu vwc khac.
A.4.6 Chéng am va chéng tham

a) Twong va san nha clia phong may chi cé cac dwdng 6ng thoat nuwéc; dwdng dng thoat nwéc khong

dwoc di qua tran, san phong may cha;
b) Tran va céac ctra, clra s6 phong may chi phai dwoc thiét ké dam bao khéng bi nwéc mwa hat vao;

c) C6 bién phap ngén khéng cho nwéc mwa thAm qua tran va twong vao phong may, tich tu nwéc va di

chuyén nwéc tich tu trong phong may.

A.4.7 Chéng tinh dién

a) Co6 bién phap chdng tinh dién déi v&i cac thiét bi trong phong may cha;

b) San phong may chd can phai dwoc l1ap d&t san chéng tinh dién.

A.4.8 Kiém soat nhiét dé va dé6 am

a) C6 hé thdng diéu hoa trung tm, bdo dam vé nhiét do, dd 4m 6n dinh trong phong may cha;

b) Hé thdng diéu hoa khong khi tai phong may phai riéng biét hoan toan véi cac hé thdng diéu hoa

khac trong tda nha;
c) C6 thiét bi do dd &m va canh bao khi d6 &m trong phong may chi vuot mirc cho phép;

d) C6 thiét bi hut &m dé ngan chan sw ngung tu hoi nwéc & phong may chi va thdm thdu nwéc da tich

tu & san phong may chu.
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A.4.9 Nguén cung cap
a) Ngudn dién trong phong may chi phai dwoc ddm bao én dinh cé 6n ap, chéng qua tai;
b) St dung hai nguén cung cép kéo tr hai tram dién khac nhau;
c) C6 hé théng UPS dam bao hoat ddng lién tuc clia cac thiét bi hé thdng va may chu.
A.4.10 Bao vé dién tir

a) Puwdng dién va cap tin hiéu (cap mang, thoai...) phai dwoc dat cach ly dé tranh nhiéu dién tir duwdng

dién sang cap tin hiéu;

b) C6 phwong an che chan, cach ly cac nguén nhiéu dién tlr nhw: cac may bién ap, cac dong co va

may phat dién, thiét bi X quang, cac may phat ra-da hodc vo tuyén, thiét bi han nhiét;
c) C6 tAm chén dién tir cho khu vwe may chi quan trong va thiét bi mang chinh.

A.5 Yéu cau vat ly cho hé théng théng tin cap d6 5

A.5.1 Lwa chon vi tri vat ly

a) Vi tri phong may cha khéng dwoc nam & cac tAng cao cua tda nha; khong duwoc dat duwdi thng ham

hoac dw¢i cac noi chira, dwng nwéec.

b) Vi tri d&t phong may chii can tranh khu viwe dé phat sinh Ira nhw khu vire gan kho dau, vat dé chay,

khu virc c6 dién trwdng va tlr tredng manh;

c) Vi tri xay dwng phong may chi phai tranh dwoc cac didu kién khac nghiét cta thoi tiét nhw: bao,
thién tai va cac diéu kién khac.

A.5.2 Kiém soat truy cap vat ly

a) Thiét 1ap hé thdng cdng dién tlr dé kiém soat vao, ra phong may chd, cé it nhat 02 yéu td xac thuc

khi vao phdng may chi hodc truy cap vat ly cac thiét bi mang chinh;

b) Thiét lap hé thdng camera giam sat, ghi lai théng tin vao ra phong may chi; hé théng phai dwoc
quan ly tap trung va duoc theo ddi, giam sat 24/7. D liéu nhat ky camera phai dwoc lwu triy t6i thiéu
12 thang;

c) Thiét Iap khu vanh dai gitra phong may chi véi cac khu vuc khac trong tda nha;

d) Céac khu vic trong phong may cha dat thiét bi mang chinh va may chi quan trong phai cé hé théng

camera giam sat va cé tu bao vé.

A.5.3 Chdng trém, chéng pha hoai

a) Thiét bi hé thdng phai dwoc dat trong phong may chi va cé ti bao vé (ti rack), dwoc dat cd dinh va
gan nhan mo ta;

b) Két nbi vat ly (cap mang, dién thoai...) trong phong phai dwoc di ngdm va cé dwdng dng bao vé;
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c) Thiét lap hé théng bao dong chdng trdom tw ddng st dung k¥ thuat quang dién hodc nhirng kj thuat

khac twong dwong;

d) Thiét lap 1&p bao vé vat ly thir 2 cho khu vwe may chi quan trong, thiét bi mang chinh; c6 hé théng

kiém soat vao, ra khu vic nay, st dung téi thidu 02 yéu té xac thwce.
A.5.4 Chéng sét

a) Toa nha d&t phong may chi phai dwoc thiét lap hé thdng chdng sét va dwoc nghiém thu, kiém tra kj

thuat cta ban quan ly tda nha;

b) Cé phwong an phong chéng sét lan truyén cho cac thiét bi hé théng, cac thiét bi phu trg va nguédn

cung cap dién;

c) Két ndi mang gitra cac thiét bi hé thdng cé co ché phong chéng sét lan truyén;
d) C6 phwong an quan ly, giam sat tap trung hé théng chdng sét.

A.5.5 Chéng chay

a) Phong may chi phai lap dat hé théng canh bao va chira chay tw ddng; cé cac hinh thirc phat tin hiéu

canh bao chay khac nhau (b&ng am thanh, &4nh sang...);
b) Phong may cha phai dwoc xay dwng str dung cac vat liéu chiu Itra;

c) Khu virc may chl quan trong va thiét bi mang chinh phai d&t cach ly va cé bién phap cach Itra voi

cac khu vuwe khac;

d) C6 phwong an quan ly, giam sat tap trung hé thédng chéng chay; bd tri ngudn lwc va td chirc giam sat
24/7.

A.5.6 Chéng am va chéng tham

a) Twdng va san nha clia phong may chi cé cac dwdng 6ng thoat nwéc; dwong dng thoat nwéc khéng

dwoc di qua tran, san phong may chd;
b) Tran va cac ctra, clra s6 phong may chi phai dwoc thiét ké dam bao khéng bi nwéc mwa hat vao;

c) C6 bién phap ngan khéng cho nwéc mwa thdm qua tran va twéong vao phong may, tich tu nwéc va di

chuyén nwéc tich tu trong phong may.

A.5.7 Chéng tinh dién

a) C6 bién phap chdng tinh dién dbi vdi cac thiét bi trong phong may cha;

b) San phdng may chi can phai dwoc 1&p dat san chdng tinh dién.

c) C6 phwong an gidm thiéu sy phat sinh tinh dién cho cac may chi quan trong va thiét bi mang chinh;

d) Cac vat liéu str dung xay dwng phong may cha phai str dung loai vat liéu cach dién hoac sinh ra tinh

dién nho.
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A.5.8 Kiém soat nhiét do va dé am
a) C6 hé thdng diéu hoa trung tdm, bado dam vé nhiét do, dd 4m 6n dinh trong phong may chu;

b) Hé thdng diéu hoa khong khi tai phong may phai riéng biét hoan toan véi cac hé thdng diéu hoa

khac trong tda nha.
c) Co thiét bi do d6 &m va canh bao khi dd 4m trong phong may chi vwot mae cho phép.

d) C6 thiét bi hut &m dé ngan chan sy ngwng tu hoi nwéc & phong may chi va thdm thdu nuwéc da tich

tu & san phong may chu;

d) C6 phwong an quan ly, gidam sat tap trung hé théng kiém soat nhiét dd va dé am; bd tri ngudn luc va

t6 chirc giam sat 24/7.

A.5.9 Nguén cung cap

a) Ngudn dién trong phong may chi phai dwoc ddm bao &n dinh cé 6n ap, chéng qua tai;
b) St dung hai nguén cung cép kéo tr hai tram dién khac nhau;

c) C6 hé théng UPS dam bao hoat dong lién tuc clia cac thiét bi hé thdng va may chu;

d) C6 phwong an quan ly, giam sat tap trung hé thdng nguén cung cép; bd tri nguén luc va té chirc

gidm sat 24/7.
A.5.10 Bao vé dién tw

a) Puwdng dién va cap tin hiéu (cap mang, thoai...) phai dwoc dat cach ly dé tranh nhiéu dién tr dworng

dién sang cap tin hiéu;

b) C6 phwong an che chan, cach ly cac ngudn nhiéu dién tlr nhw: cac may bién ap, cac dong co va

may phat dién, thiét bi X quang, cac may phat ra-da hodc vo tuyén, thiét bi han nhiét;

c) C6 tdm chan dién tlr cho khu virc may chd quan trong va thiét bji mang chinh.
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